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 In criminal matters, it is of utmost importance in today's electronic evidence and 
discovery to prove the crime because the technology revolution in consumer 
electronics, every day we're seeing momentum and expand it. Electronic technology 
including computers, tape recorders, cell phones, movies, photos, etc. The 
communication lines have been due to today's rapid pace and many things will be 
easier. But do not forget that these developments are dangerous aspects the rise of 
crime and the exploitation of new technologies in traditional crimes they are part of 
why the electronic evidence in criminal courts, citing the need for Iran and the world, it 
is undeniable. Iran's penal system so that it is alien. So the question that arises how is 
reflected citing electronic evidence in criminal law in Iran? Rights in Iran, citing the 
history of electronic reasons there is not even considered inadmissible, citing it as 
"reason." According to them, electronically, along with five reasons why current 
known Imami jurisprudence on the rights of Iran's confession, documents, evidence, 
testimony and sworn, shall not be considered a reason to own a sixth reason, a judge 
has ruled on it. But also, these issues can only be considered case by case basis and 
according to the method of its creation as an act occurring Emirate. It must be said that 
the Iranian legal system has two systems of legal and moral arguments and moral 
arguments can judge the situation, citing arguments to embedded electronics and Iran is 
a Criminal merely because the relevant and the judge may proceed on the basis that the 
verdict is reached. 
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INTRODUCTION 

 
Revolution in electronic technology has changed society fundamentally and will probably continue in the 

future with great acceleration [1]. Since the beginning of human life, there have been many inventions and 
discoveries that some of these discoveries have been so influential in the life of human societies through the 
ages, as their name is called such as wheels period, agriculture period, industry period and etc [2]. Now, due to 
the creation of the virtual world and brought so much impact electronics and digital data transfer rate this era is 
called the era of the electronic digital devices [3]. 

Expanding the use of electronic means doing a lot of things easier, but it must not be forgotten that use 
these tools can be a way to abuse and crime, because electronic media are expanding daily criminals are also 
using these environments and technologies are attempting to commit a crime so that at the hearing, citing the 
need for electronic evidence in courts worldwide, and Iran is an undeniable need [3]. Can hardly be found in 
parts of the country that is not affected by information technology, is now the question is in these cases, Iranian 
law, how to deal with it? Thus, taking cite electronic evidence in criminal cases to be studied to Iran in this 
regard, and we decline gaps and shortcomings of legal problems in this area can be uncovered. Otherwise, the 
non-recognition of these shortcomings is due to the violators and criminals are always a sanctuary for impunity 
[4]. 
 This research direction is important the increasing use of digital electronics and cause massive crimes have 
been at present the concept of electronic evidence that something intangible is not clear. Because the successive 
centuries objectively tangible have focused on issues of space systems and punitive measures to support these 
kinds of issues are dealt with, while nowadays information (which is an intangible component of electronic 
evidence) is important [5]. Thus, the legal system pertaining to such issues can not only support based on 
evaluation of data and information in material objects Mqrrast what the difference is significant. Therefore, 
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given that in the face of such evidence are the product of the present age of technological advancement, the 
judiciary and other relevant institutions are faced with major problems accordingly, if such evidence for police 
and judicial authorities have not been able to clear a lot of criminals escape from the clutches of justice [6]. 
 
Research hypotheses: 
 Hypothesis 1: evidence for any reason, including analog electronics' data and audio information "and 
analog. 
 Hypothesis 2: Electronic evidence is different from physical evidence due to the intangible and non-
material properties. 
 Hypothesis 3: Iran's penal code did not rule on citing electronic evidence clearly. 
 

MATERIALS AND METHODS 
 
Part I: Understanding and forms of electronic evidence 
Understanding of evidence in criminal case: 
 In the ancient period, the reason was related to the value and validity of the chiefs [7]. Presumption of 
innocence was not known [8]. The accused must prove his innocence. In ancient times to prove innocence, it is 
not a way to know except that to compel the accused to trial and paranormal fantastic resort. Pouring molten 
lead on the defendant's body or forcing him to walk through fire, swimming in the river was popular in 
handcuffs. They expected these tests will reveal the criminality or innocence, so that if the accused is innocent 
and he survived whenever an offender is in the midst of flames burned, drowned, or be otherwise punished in 
act is committed. Many examples have been quoted in books and historical documents from the experiments 
conducted to verify innocence [9]. In such a system, the law prevents judges from imposing different tastes and 
abuses the rights of the accused, rules are defined to detect crime and to prove a claim to set up judges, and the 
procedure to be coordinated and consistent according to the rules, pay the duty due. Thus, the system of legal 
reasons, not only the judges, but also people who are educated and trained to implement procedures have 
absolute freedom inevitably they act in a legislative framework that has been set. This system is still popular in 
some countries to pure or mixed runs. 
 System as spiritual reasons or to satisfy the conscience of the judge is a judge of the authenticity criterion to 
detect the truth by placing his conscience. In this system, unlike legal reasoning systems legislators of the 
evidence about the validity of the claim and determined it absolutely does not. Although the reasons may be 
considered as a means to discover the truth, but the judge does not have quite the following. Some legal scholars 
have said about this evidence: "In terms of European lawyers, the judge or jury to accept the esoteric belief 
systems, remedy the excesses of the previous work is complete separation between the judiciary and the 
legislature also recognized the possible moral reasons. The system, the judge in determining the value frees 
reasons and in addition the judge could be appealed to for the purpose of determining any reason in that case 
and since insist on a warrant for their determination is based on science and condemning the acquittal of the 
accused on the basis of their inner faith, freedom, thus acts of coercion and pressure to complete reasons it is 
needless. Come to judge is inward belief and inference based on scientific research and interpretation of 
evidence or relies on human problems and psychological disorders" [10]. 
 
Types of electronic and digital evidence: 
 The term "electronic" and "digital" are distinct from each other. The difference is that in digital electronics 
and a more general one: that electronic digital aspect is that, in addition, can also be analog aspects. 
 
Evidence species Electronics (General): 
 Computer diskettes, cell phones, answering machines, telephone number finder, tape recorders, software, 
Pyjrhay phone, email, computers, cassette tapes, compact discs, diskettes, hard Kartj, computers, software out 
lock files, cookies Internet, Internet temporary files, Internet history and other computer networks, including 
servers, networks, electronic messaging, software, networking, black boxes, databases, proxies, etc. are all 
forms of electronic evidence in a general sense. 
 But it must be said that over the nature of the crime is such that electronic evidence in their most important 
and perhaps the only way the evidence is debatable. For example, Canada's public and private media broadcasts 
are confined to their compliance with laws related to children's age in cases of violence and sex. The Canadian 
scheme for monitoring non- digital TV serials are broadcast in this country is also applicable [11]. However, if 
the offense and a crime in this country to be unauthorized broadcasting, allegations best and only way to share 
pictures and videos are the responsibility of the network so that the network has been recording and playback. In 
America any media as the Internet has spread, even as the mobile Internet has not spread so fast [12]. Such is 
the state of development of the Internet in Japan. Both countries have been aching for criminal investigation and 
have taken measures such as training professionals and control of cyberspace to study electronics and computer 
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evidence. In order to recognize the new facility legal relationship has been adopted as the law of e-commerce 
and computer crime law as e-commerce has been recognized in law through the medium of electronic contracts, 
electronic evidence and electronic signature. 
 
Types of digital evidence: 
 Cabinet resolution on the organization of digital media, the carrier means that captures off-definition digital 
data without using a network for the exchange or supply, it may be stored on such CD. In addition, "digital 
media" as media based on information and communication technology is introduced and defined, including the 
following species: 
1. Media Bundle 
2. Digital carrier containing data 
3. On-line media 
 With the invention and development of computers and the same time, the development of communication 
networks and telecommunications, data transmission, monopoly on the use of computer systems, financial 
institutions, administrative and academic institutions and large great rooms, storage and processing of data were 
removed and it was used in the development and commercialization of smaller institutions. System that a 
decade of skyrocketing prices and would be allocating in the next decade, with hundreds of smaller and more 
advanced deflation and instead come to market. United Nations Office on Drugs and Crime International 
Criminal Police Office (Ayterpol), a CD of eight and regional institutions, including the council of Europe EU 
Europe Asia-Pacific Economic Cooperation, the Organization of American mission and private institutions 
matter for international cooperation. International and effective technical expertise, have created legal and 
strategic, unlike a decade ago, can now be international agreements on combating cyber crime, especially in the 
land beyond the point where it is spoken visualize a positive moral consensus for action identified in the civil, 
criminal and administrative. 

RESULTS AND DISCUSION 
 

Acceptance and by citing the electronic evidence in Criminal Court Iran: 
 Progress of science and technology development general in addition to great benefits and positive attributes, 
the will follow problems and dilemmas. As computer and communications technology,will follow the facilitate 
relationships between people and meet many of the needs of human society and in any field has brought 
prosperity and comfort, on the other has been abuse the people delinquents and criminals. In criminal law and 
criminal policy, like other sciences, and other branches of law, it was predicted new issues in most modern 
offenses, preventive strategies and ways to limit and combat crime. 
 
Legislative developments in criminal law of electronic evidence in the world: 
 International and regional organizations among UN, Council of Europe, the organization for Economic 
Cooperation and Development and the International association of Criminal Law; strides in terms of 
recommendations, suggestions and solution to, the rules relating to the definition and identification of cyber-
crime, cyber-crime division of the Council of Europe in 2001 cited or international Association of Criminal Law 
at its meeting in 1992, the states recommended Vrstbvrg until when Amend existing laws or enact new laws are 
given the necessary attention to resolution of such regulations; lack prices, especially with the threat of criminal 
offenses of deliberate criminal responsibility and compliance with the laws of his generation and cultural rights. 
After examining the operation, the thirty-three countries studied; so far they have done nothing towards 
updating their laws to deal with all types of computer crimes, the rest of the country ten countries have 
legislated to deal with a maximum of five types of cybercrime and the 9 countries have updated their laws. For 
dealing with cybercrime at least 6 of the 10 required among the countries only Philippines shown that has 
updated its laws in order to future consequences for perpetrators listed 10 types of cybercrime. 
 
Legislative Developments criminal law of electronic evidence in Iran: 
 In Iran late than in other countries has found thread offenses and offenses related to computer technology. It 
was due to a large extent unknown In Iran Information technology and still it was not Iran the widespread use of 
technological information the into existence had with the advent of personal computers; as a result, this 
phenomenon was unknown, except for a few special it did not appear to impact in different sectors of economic, 
social, political, cultural, artistic and etc. With the development of information technology to country and 
widespread use of personal computers and other related devices Iranian users to use international networks (the 
Internet) According to the managers of this area as an important factor in the development will attract then it 
was felt necessity existence a legal framework needed in this case. The emergence of new criminal offenses - 
which is mainly due to the crime networks in cyber space - been expanding and due to the specialized nature of 
these crimes, is very necessary scientific studies and expertise defining and identifying new generation of crime 
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and international coordination (Given the transnational nature of these crimes) and justice; what are the 
legislative and the judicial and administrative proceedings and judicial expertise. 
 
Citing Electronic Evidence in Criminal in Iran: 
 In the physical world when we talk about the crime and how to pursue them be collected physical and 
tangible evidence for example, documents, movies, firearms and cold and so decided to examine crime is very 
different in the world of computers and information technology in the field and international networking space 
means arguments .Replaced with non-visible evidence of intangible instead of concrete issues,were manifested 
problems such as how to search, seize data or digital proofs , proofs of evidence, assignment and etc. Of course, 
admissibility of evidence due computer with large differences in criminal Procedure is Code of Judicial 
Procedure. Legislator with look to two Articles, 67 and 68 has passed E-commerce law. Article 67 law 
expressly stated that there everyone electronic interchanges, with misuse and or use unauthorized " Data 
message "programs and computer systems and the telecommunication equipment and Committing acts like Log 
in, fade out, stop "data message" intervention in performance or computer system and other deceive others or 
can cause distract the automated processing systems, etc and thereby for himself or others make funds, property 
or financial and other assets to take is considered guilty and in addition property rule property owners be 
sentenced to imprisonment from one to three years and payment fined equivalent property taken. 
 
Article 68 of the law explicitly states: 
 Anyone in the context of electronic transactions through the entry, change , fade and stop data message  and 
interference in the processing of data message "and computer systems , and use of cryptographic systems used 
to produce the signature - to prove to the authorities to provide administrative, judicial, financial, etc. As a “data 
message” valid to use “is a forger .Proof these two crimes namely "electronic scam" and "electronic hoax" it is 
almost impossible without regard to electronic evidence. 
 
Citing electronic evidence in criminal and judicial procedure in Iran: 
 One of the most important differences in Crime is related to right of God and and right people.For example 
about that exact amount of the penalty in sharia have been predicted, mainly for two reasons: Testimony and 
confession, the specified number the absence of limits does not prove condition stability of these crimes.Now is 
it added electronic evidence that perhaps even be sure to have more testimonies to them or even be used as 
completed because of them? Many believe that legal systems of most countries and including Iran and Islamic 
law, film and tapes have not been among proof fights and lack of proven ability. 
 Initially it seems because the law court should be justified and documented legal principles and legal the 
vote has been issued based on and the Penal Code the film has been the cross proving adultery or any other 
crime,So if vote merely citing the movie is exported therefore rejected and this is violation of votes. Now the 
point we're trying to express it is the judge concluded. If the official address by viewing the video, obtained 
moral persuasion, can accordingly precede to sentencing.So the basis of the judge's ruling that the matter has 
been referred to as 105 and 199, the sentence should not be considered without backing. Against never to judge 
electronic good reason not guilty and sometimes conflicting reasons Existence much to prove one reason, 
electronic is predominance and superiority with proof limits. The same in the case presented in branch 
Courthouse also appeared in contrast to the videos taken by mobile phone defendant's confession. Judge and 
even lawyers because it had no citation and crime were proven based solely on the defendant's confession to the 
crime. 
 The suspect in a murder case by agents of the Bureau of Identification the body is photographed and filmed 
finally according to reviews to come determined that happens committed acts of suicide and of course judge 
documentary forensic  comment this corroborates the judge does not refer directly to pictures and videos. 
 
Citing electronic evidence in Irans legal procedure: 
 Iran has acknowledged that the legal system must be expressed both Adlh the legal and ethical (moral 
persuasion). Thus, in its totality, citing legal reasons has electronically. Also, it has more potential due to system 
information and event log without manipulation than some traditional Adlh such testimony. For example, the 
camera is considered a superior offering compared a witness will testify that after a few months and likely to 
pay their forgetfulness, seduction and other human actions, compared to a recording chamber. In Iran's penal 
code, there is no substantial regulation in place to study the recordings of sounds and images, covert intrigues 
and case law also accepts such documents and evidence concerning the presumption of judicial along with other 
evidence in the file and he knows their secret however caused their rejection. This view coincides exactly with 
the opinions of scholars such documents and circumstantial evidence indicating any legal authority for granting 
knows but is not identical. In Iranian law, apart from the sound that the legislator knows, some authors also 
include arguments immorality of sound recordings without warning, possibly imitating sounds, etc., mainly due 
to the proven reliability of this crime as irrational. 
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Position of electronic reason to oath and obtain expert opinion science in the Iranian Law Judge: 
 One reason is substantiated vow to fight for civil rights, but in a better position than the criminal law. In the 
criminal law in cases of the sort that can be learned from it. However, due to its function and place of Jurists for 
"oath" was granted Imami jurisprudence can hardly be said that this category due to a higher position. 
Therefore, the Tehran judge correctly stated that on 02.22.1367 the oath in the application process: "With regard 
to the amendment of Article 1335 of the Civil Code, applicable in cases in which the oath or not other reasons 
or other reasons, are weak and would strengthen their oath; So, where other evidence, such as documents or 
witnesses, or may be examined by local research and expertise, not on oath". Finally, Article 280 of the Civil 
Procedure Code explicitly about religious oath as ineffective: "About religion, the right not to swear, steal, 
except that only the right aspect ratio Al Naas swear it is fixed, but it still will not be enough to steal it, I swear". 
However, in contrast to Reason face and electronic parts, it must be said that, reason the need to convince a 
judge to issue a warrant of conscience is swear it's the judge's responsibility is to evaluate a legal reason and 
without confidence and inner conviction judge its validity does not disappear of course, with its own conditions 
and statistical issues. The new bill also Article 207 IPC has stated: "Around and handed the oath are not fixed, 
but retribution, Arsh and losses resulting from the crime, in accordance with the provisions of this Act shall be 
sworn proof". 
 In the sixties, in Iran Supreme Judicial Council, answered some questions about the legal and judicial 
affairs. At that time, according to the council, "the judge certainly achieves any kind of research to science 
education, not prohibition". This obviously seems consistent with the idea of Shia religious scholars and 
authorities had been issued and therefore can be a Goth, there are many ways to judge based on knowledge 
regarding the issue raised in the criminal courts, at least. Here is the judge's traditional reasons known only to 
stop on such testimony, confession, and it is possible that the judge based on the evidence of reason and 
conscience, find another persuasion and this occasion, we can say that it seems to lack the conviction on the 
basis of electronic forms and acquisitions of reasons for the judge. But given some of the evidence, to judge the 
attainment of knowledge, and discover the truth for him is the result of the judgment is contrary to the judgment 
and justice, contrary to fact. Therefore, we can not be certain of achieving the science limiting Way. Yes, the 
way that a judge may be due to their knowledge, there is no such thing as a sensible and intelligent people take 
advantage of them, he will miss eligible for judging and follow, his judgment will be wrong. So that the sense 
of what is sense and basic mandate comes close to feeling, remains valid and is valid for sentencing. In some 
criminal cases, explicitly was stated that offenses such as sodomy, adultery, drinking alcohol and some others of 
the offenses specified in law are limited to the following positive ways. However, other reasons for the judge's 
knowledge can somewhat improve the Imami jurisprudence as it has been. But there is electronic reason for a 
serious vacuum. 
 
Conclusion: 
 Electronic evidence and also electronic documents are new reasons in many legal systems around the world 
are the reason cited as an entirely independent and proven tool for fighting or charge. Important point about 
electronic evidence this is the reasons if we can have a positive police in phase confiscate them, tools and 
techniques to the specific arguments which is composed of four stages collecting, reviewing, analyzing, and 
presenting a report to judicial authorities do observe correctly. The comparison and matching state and legal 
system in different countries can be seen that their different approaches have taken than the reasons and ways to 
address them. As an example, were cited documents that in their judge citing electronic reasons had attempted 
to sentencing. Currently, in most countries a reason is play a major role in criminal proceedings. These reasons 
include are immobile and fixed images such as photos taken by ordinary digital cameras.Until images by 
professional agencies such as advanced camera or video conferencing, movie recording and videos that have 
been by Closed circuit cameras, among these reasons are that of course their number is increasing the day. 
However the judge may in case with the help of electronic evidence following along with other reasons to take 
other important issues and sometimes discover the truth more readily is achieved showing the defendant. 
 Today is very obviously in criminal matters, Iran electronic Evidence is important in order to prove or 
detect crime.Environments that present time.Occur in crime very extensive and offenders also capabilities have 
been significantly using the advanced Technologies. For this reason, need to invoke electronic Evidence is Iran 
is a criminal trial and the natural world. Iran's penal system also so is alien with it. Number of cases that it arises 
electronics reasons according to growing and undeniable features and electronic equipment now the majority of 
shopping centers, supermarkets and public places closed circuit cameras is placed are being recorded electronic 
reasons provided that the courts. Electronic reasons play an important role in proving the crime as well as 
countries along with digital advances are used for detection of crime and criminals electronic evidence in 
criminal matters not only factor for the detection of crime or crimes thanks to the judges, prosecutors, police or 
judicial officer but in order to prevention tackle crime and the victim also be used.Research shows that 
installation of closed circuit cameras plays an important role in reducing crime. Use of expert especially the 
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rights of Iran covered many gaps in the electronic reasons. Although one of the main reasons for the criticism is 
that the mail has been is ability to change and manipulate them. The electronic reasons based on sound ,the lack 
of sound emulation and image is considered a serious injury .The images immobile, particularly digital photos 
the main problem is the ability to facilitate change through actions such as Photoshop and so on.movies 
recorded by surveillance cameras also sometimes have low quality makes it difficult the defendants face 
recognition and identification. This horrific and critical turning point "electronic evidence” bachelor does play 
an unmatched realistic role and Savior. Different experts in various fields like computer Science, Photography, 
graphology, graphics, scientific police, etc. Can easily to determine pure from the impure electronic and 
electronic evidence guidelines are intended to head home the turning point of the doubt. 
 According to the Iranian legal system has both legal and ethical reasons, the judge can invoke an embedded 
electronic evidence in moral arguments. For judges, the system must satisfy ethical reasons and your conscience 
so that it can be reasons why electronic merely a "doctrine" and the judge may come upon the truth and proceed 
to sentencing. The conflict resolution among other reasons, because of a tradition that has been around for years 
in Imami fiqh important and the analysis helped to institute proceedings for offenses in which citations to both 
electronic and non- advocacy. Moreover, it should be clear that if this is approved by the judge's reasons or 
through expert opinion, how conflicts are resolved. Police officers discovery of cyber crime, the characteristics 
that are common among all police officers must have other features such as knowledge of computer science, 
how it functions and the knowledge of computer and network security issues, and they need a comprehensive 
education in this regard. Now, despite forming a circle in the department of combat cyber crime awareness, no 
true status as "official discovery of cyber crime" so his duty is only to investigate crimes committed in this area. 
However, considering the growing trend of cyber crimes, in multidisciplinary training of police officers is 
necessary to detect these crimes. Reasons for crimes committed in cyberspace are mainly electronic. These 
reasons can be proved that if the police confiscate their specific methods and tools to properly adhere to the 
evidence as it is consisting of four stages, collect, review, analyze, and ultimately report to judicial authorities. 
 Finally, with regard to the very rapid growth in computer technology and communication technology 
development and exchange of information with the help of computer and its components in relation to the close 
dependence of modern society on the technology of the criminal law, specific measures in the field of 
legislation and effective judicial and what about the security measures protecting computer systems and 
networks and training experts, there is even the possibility that it enables administrators to prevent cyber crime 
and facilitate the discovery of the crime, as in some countries in cafes and malls to specify additional security 
measures, such as the installation of the camera are required. 
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