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 Information security is a crucial issue for organizations and all organizations today are 
striving to maintain and improve its. The most important factors in the security of 

information systems and technology can be individual (human factors) cited More 

research which has been done in the field of view of security of information systems 
and technical approach and less attention has been paid to other factors involved in the 

security of information systems. This is in line with a new model which is called the 

human and organizational issues The main objective is to identify the impact of human 
factors in information systems security, specifically in regard to the structure of senior 

management support, security training, security culture, security policy, experience, 

confidence and skills are introduced as factors influencing the effectiveness of 
information systems security, The background check issue and previous studies have 

identified the key variables affecting the security of information systems and the 

proposed research are presented. Ansaty factors influencing the effectiveness of the 
management model for the security of information systems in organizations is provided. 
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INTRODUCTION 

 

In this study, it is felt necessary in contemporary life in organizations closely associated with their 

information systems. Information systems are always at risk of data theft, modification information and services 

are interrupting. Hence, organizations should consider information security to stay safe from damage and also 

information on the organizations, institutions and advanced scientific societies, is a lifeline. Information 

systems, simply a set of interconnected components that are data collection and processing them with the 

necessary information for decision making and control at various levels in the organization to provide. These 

components interconnected set of instructions, data, hardware and software have been formed. Classifications of 

information systems is proposed; Each of classified based on their goals come into the system in different 

groups. Classified based on the organizational structure, support systems, specific functional areas of the 

organization's activities are supported by systems support. Classification based on support systems, including 

information systems include transaction processing systems and management information systems [1]. In the 

book "Security Guide" states that many studies show that over 80 percent of the organization's security 

problems occurred due to unintentional errors and intentional staff is [2003, sadowsky et al] Transportation and 

control of security "employees" of the first part of BS7799 standard which emphasizes the human element in the 

loop of information security is the most damaging, hence considering it helps us in achieving maximum safety 

[2]. According to the modern national economies that are highly dependent on IT to survive today, the need for 

security of information and information systems is inevitable. Under these circumstances, the need to protect 

information and reduce the risk of much more than before and has been featured [3]. Several studies, many of 

the attacks have adapted to the information resources of the organization between 1998 and 2003, the number of 

incidents reported to the Computer Emergency Response Team of America has roughly doubled every year, 

529,137 of which must be incident the report also added that only in 2003. According to Ernst & Young 

analysis, security events for each event can cost between 17 and 28 million dollars for the company is Since 

accidents are frequent and costly, management must take security seriously into consideration in order to 

preserve and protect information and information systems organization [4, 5, 6]. 

 

Statement of the problem: 

In 1980 MIS Quarterly The results of a review of the key issues that the number of members of the Society 

of Information Management and a group of IT executives has been released. During the 1980s, the issue of 

security as a low class rank and never ranked higher than 12th in a survey in 1994 failed to earn a high was 
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separated from the Security completely from the list of problem 20. However, in a study conducted in 2003, 

Security and Privacy high volatility found so far among the participants in this study were identified as the third 

issue of the degree of importance. Table 1 is a summary of how security issues are ranked in the years 1980 to 

2003 show [7]. 

 
Table 1: Results of the ranking security issue [7] 

Rank Year 

12 1980 

18 1986 

19 1989 

Fall 1994 

3 2003 

 

By examining the above table it appears that security managers today as one of its main problems he sees. 

Security of information and information systems is a critical issue facing today's organizations around the world. 

The following elements of information systems security is usually defined as the basic principles of effective 

information security are introduced: 

1 - Disclosure of Confidential Information (Disclosure) 

2 - damage to the integrity Atlaghat (manipulation) 

3 - The lack of information (Matching Service) 

4 - human errors, which most of the damage to the information system. Failure to provide proper training 

and lack of awareness by users and Tvlydknndgah updated information and sometimes they do neglect impose 

large costs on the organization. Issues that proper training is an important part of information users will be 

solved. 

5 - Natural disasters such as floods, earthquakes, hurricanes and lightning  

6 - Objections system: hardware and software problems  

7 - subversive activities: Collection activities by humans or machines to attack and threat intelligence 

systems and resources in order to destroy, alter or otherwise disclosing the information system is done. 

8 -  security policy: based on the BS7799 standard of an organization to implement a security system that 

acts as follows: 

• define information security policy  

• Appropriate policies  

• Immediate check the security status of the information security policy  

• Inspection and testing of network security information  

• improve information organization [8] 

So far, most research in the field of security of information systems ISS has been done in the field of 

technical and tactical been the result of attitude and see the ISS as a problem-tech research and practice research, 

ISS has dominated [9, 10, 11, 12, 13, 14]. Haiynd  Suggests that most of the ISS research has been made, there 

is a vision and technical approach and Most information security professionals looking for a set of technical 

tools such as antivirus, firewall, etc for their security problems have been overcome. Garg Hinson Which 

implies that the information security technology and will take a while, there are many barriers to a mere 

technical approach, including: 

1 - Technology is fallible;  

2 - Few organizations have their own security problems well and fully understood so that they can operate 

based on appropriate technical solutions;  

3 - The term "technical solution" encompasses a lot of money; 

4 - Apart from the amount of security technologies, they can be used improperly or the users are impaired in 

this way lose their usefulness [14]. 

Few studies have been done in the field of information security models are empirically tested and Structural 

constraints related to behavior and human factors and organizational structures and management is handled and 

If the research done in this field, not due to their behavior, but behavior is the result of [15, 16]. 

 

History research: 
Gonzalez human factor in information security as the Achilles' heel has been introduced [11]. IBM has 

stated that in 2006, while smaller attacks, concentrated and concealed information systems organizations will be 

more conservative. The focus of negligence and naïve users will be exploited. According to Yvyd Maki, chief 

knowledge Computer Rmvnk "users" as well as the weakest element of the vulnerable security models, will be 

abused. In 2004, two researchers, an article titled "Ten Fatal Error Information Systems Security Management" 

published [27] Article in the ten fault management information system were expressed as fatal errors that were 

ignored even one of these errors will create serious problems for a management information system Meanwhile, 
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the focus of these errors based on human factors and issues concerning them. Also in 2006 an article entitled 

"Security, Fourth Wave" fourth wave of the survey, information security has already been discussed [36]. 

• First wave of technology that provided the technical solutions for security issues were concerned.  

• stated that the second wave of the information security management.  

• The third wave of a need for formal standardization.  

• A fourth wave of development firm managing information security. 

All of the above should work together to ensure that the confidentiality, integrity and availability of 

information assets of the company, at all times has been maintained [37]. 

More scientists and security experts, the lack of serious research in the field of human factors has been 

emphasized [16] Recently, a new paradigm has emerged in the field of information security, which in the status 

of a "humanitarian issue" and an "organizational problem" according to [28]. 

Human Factors and Information Systems Security 

Until the early seventies, activities related to access and protect the data stored on this information 

organizations and companies is limited to areas including computer LANs archives and documentsIn such 

environments, physical protection systems would provide information to the upper limit. In the early 80th 

century only a technical perspective, needed to secure and maintain computers and peripheral devices are 

subject to the security of knowing But over time found that most security violations through issues such as 

weaknesses in management and human factors is Therefore, since the mid-80s to mid-90s, was raised in the 

discussion that it is subject to information security management information security policy and organizational 

structures knew. In the mid-90s, other parameters such as defining security strategy and security policy based on 

the needs of the organization and its management. 

 In the first ten standard BS7799 Control field defines an implementation guide and it can be used as a tool 

to develop good structure information security. In other words, is used as the basis for hazard detection. Ten 

areas, including security policy, security organization established organization, asset classification and control, 

personnel security, physical and environmental security, continuity management, activity management, 

communication and operation, access control, compliance with laws and systems development and support be. 

And emphasize the human element in the loop of information security is the most damaging of the consideration 

that will help us in achieving maximum safety. Because of the high importance of human security components 

(factors imposed on human resources) to the component to be examined more closely. Effective indicators of 

human security, which can cause damage to human activities, including overwork, lack of sufficient skills, 

responsibilities overlap, lack of information on the value of information, lack of motivation, failure and 

irresponsibility forgotten something [8]. 

This new paradigm has emerged in the field of information security, which in the status of a "humanitarian 

issue" and an "organizational problem" according to [17] Different approach in line with the new paradigm of 

information security with a focus on providing information security behavior. Therefore, given the lack of 

empirical research and the importance of information security to organizations today, this study identified the 

factors that influence climate in search of information security in organizations that were examined in this study 

include the following: 

• support from senior management; 

• Training human factors;  

• Human Factors skills;  

• Experienced Human Factors;  

• safety culture;  

• Strengthen the policy;  

• their self-esteem;  

• security effectiveness. 

With regard to the relationship between the individual structures on the security of information systems is 

quite clear and bright, primarily to be noted that the primary role of human factors information systems security 

is dependent on human factors. 

 

The proposed model: 

First, using a library of studies explore the issue and identify the components and parameters, and according 

to studies conducted on the items we have achieved a conceptual model, Which is presented as Figure 1. 
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Fig. 1: models suggest 

 

Considering that the aim of this study was to investigate the role of human factors in security for 

information systems model is explained and its influence on other interactive variables are considered So the 

proposed model is supported by senior management and the independent variables, intermediate variables, 

including education, skills, experience, culture, security, security policy, and is self-esteem. 

In this model, the effect of simultaneously supporting senior management with respect to intermediate 

variables, education, skills, experience, culture, security, security policy and confidence in the effectiveness of 

the security of information systems will be discussed. When a positive perception of human factors training, 

skills, experience, culture, security, security policy, self-esteem may also excellent management of human 

factors with regard to the necessary support to carry out and provide leads to the effectiveness of information 

systems security systematic framework for the exchange of information is. 

In 1998 America the federal audit reports presented to the Senate, which includes notes on the information 

systems security weaknesses. It was reported that "The government's reliance on information technology, the 

risks that may threaten national security and reduce the public service will rise" with the conviction of a federal 

audit, research and review many organizations U.S. government did. The results of these studies were reported: 

"The main weakness in information system security risk was identified risks." Finally, based on the results of 

this study to audit the Federal funds needed to upgrade the hardware and software equipment, staff salaries 

increased IT sector, the cost of training absorption propose specialists. In addition to the variables used in this 

study was obtained from previous studies on the effectiveness of new variables which affect the security of 

information systems has been identified Including the role of financial resources for the training of human 

resources and information systems security effectiveness is allocated mention that The excellent management of 

financial resources is an essential and undeniable is appropriate and timely. 

 

Conclusions: 

There is no information system that can fully establish the safety or claim it is It can be argued, however, 

supported by an excellent manager of factors such as: Education, skills, experience, culture, security, security 

policy, information systems security, self-esteem and financial resources to promote high level security and 

intelligence agencies maintain the highest possible standards. In addition, the study found that human factors 

relative to other factors (technical and tactical) has a greater impact on the effectiveness of management 

information systems are So we pay more attention to the factors most influence on improving the effectiveness 

of the security and protection of information assets in the organization have And also due to the great 

weaknesses of the organization in maintaining their information assets, Be compared to identify factors that 

affect the security of information systems and action steps to strengthen their effectiveness That is the most 

basic of human factors and Finally we can say that the human factor is the weakest and the weakest elements of 
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information systems are vulnerable to the security model that The need to strengthen the security of information 

systems organizations should pay special attention to human factors. 

The role of human factors research on information systems security, information systems security 

effectiveness research conducted far beyond what they know and Need to identify the role of human factors in 

information system security community to be more effort. 
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