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ABSTRACT

This paper introduces a package based Multi-objectives Linear Programming (MOLP) and Artificial
Intelligence (AI) techniques to optimally design computer networks under given performance attributes. The
objectives of the MOLP/AI package are to minimize delay (cost or distance), and to maximize the traffic flow
and the network reliability. The developed software package is oriented towards network optimization. It has
a very well developed graphical user interface. It is based on several fixed types of famous network design
algorithms (shortest path, max-flow, min cost flow, network simplex etc.). It is directed mainly to solve
problems on graphs and set of optimization problems on networks (e.g. shortest path, max flow). Tabular
representation is realized by adjacency matrix where only one parameter may be specified, which is insufficient
for network optimization. For illustration, the package has been implemented on a message switching public
data network.

Key words: Multi-objectives Linear Programming, Reliability optimization, modeling networks, shortest path,
and Artificial Intelligence (AI)

1. Introduction

A network or graph consists of points, and lines connecting pairs of points. The points are called nodes
or vertices. The lines are called arcs. The arcs may have a direction on them, in which case they are called
directed arcs. If an arc has no direction, it is often called an edge. If all the arcs in a network are directed,
the network is a directed network. If all the arcs are undirected, the network is an undirected network. Two
nodes may be connected by a series of arcs. A path is a sequence of distinct arcs connecting the nodes. A
directed path from node i to node j is a sequence of arcs.  

Network design models provide a language for talking about problems that is much more intuitive than
the "variables, objective, and constraints" whose solutions are based on MOLP and AI programming.

In the design of a computer network, some of the fundamental considerations are time delay, distance,
capacity as well as the reliability of the communication paths and nodes in the network. 

These performance attributes are considered as the "variables, objective, and constraints" of the network
model and are strongly dependent on the topological layout as well as the reliability and availability of the
components that constitute the network.

In this paper we present an AI knowledge-based package that helps in designing large scale computer
networks with the objectives of minimization of delay/cost/distance of going from node to node as well as
maximization of the network flow and reliability.
The proposed software package offers the following capabilities:
1. It establishes and builds a database for the characteristics and attributes of the network under investigation

allowing dynamic adaptation to any changes in the network
2. It provides a complete visibility about the network under study by showing the network topology line
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graph and displaying the network data and attributes.
3. It performs knowledge acquisition to have information that reflects the behavior of the network and

performance attributes at each node of the network, such as network reliability, node degree and flow
information at each node, beside complete information about optimum path attributes between the source
node and any other node in the network.

4. It provides an expert system that can be consulted to show graphs and display information about the
network performance:

C First mode is network reliability analyzer that shows graphs providing information, at each node, about
network reliability, node degree and traffic flow. Moreover, it provides capability to perform sensitivity
analysis of the network reliability for single network topology and/or multiple topologies.

C Second mode is optimum path analyzer which displays and shows complete information about optimum
path attributes between the source node and all other nodes in the network. This mode performs
determination of optimum path performance for two ordered attributes, e.g. the most reliable path with
minimum hops. Hence, it can provide and show the optimum routing table.

During the different phases of developing the proposed system the modem techniques of system analysis
and design have been used. 

AI techniques including problem-reduction technique, and MOLP techniques and Dynamic Programming
(DP), have been applied to build and maintain both the database and knowledge base for the network under
study. Moreover, Database Graphics Extension (DGE) model has been used to provide the graphics capability
to the proposed system.

2. Networks Design models using MOLP Techniques

The objectives of the MOLP design models are to achieve specified performance parameters at either
minimal cost/delay/distance (using MOLP) or at maximal flow and reliability using both MOLP and DP. The
most popular method for finding the shortest route in a graph or network is the Dijkstra's algorithm  which
is based on iterations where the last iteration determines the optimum route between any two nodes in the
network. 

2.1. MOLP Formulation of minimum cost and maximum flow problem

Consider a directed network with n nodes. The decision variables are xij, the flow through arc (i, j) that
joins nodes i and j. The objective is to minimize the total cost of sending the data flow through the network
to satisfy the demand. The MOLP formulation for this problem is:

Minimize      3i 3j cij xij, (1)
Subject to    3j xij - 3j xji = bi  for all nodes i (2)
0 < xij < uij  for all arcs (i, j) (3)

Where: 
cij: cost per unit of flow from i to j
uij: capacity (or upper bound) on flow from i to j
bi: net flow generated at i.

Same MOLP formulation is applied when replacing the unit cost with the link's delay or distance. All
these problems are solved by a variation of the simplex algorithm in this case xij parameter value is xij=1 if
the link (i, j) connecting nodes i and node j falls in the optimum route, xij= 0 if the link (i, j) does not fall
on the optimum route. 

2.2. MOLP Formulation of maximum reliability problem

The maximum reliability problem is to find the optimum reliable paths from a node to all other nodes,
where the paths between two nodes i and j have reliability rij and failure rates lij attached to them. 
The reliability rij is defined to be the probability that a given link will operate without failures under specified
conditions and for a specified period of time T. The failure rate lij is the link failure rate and is expressed as
the percentage of failures per e.g. T=10000 hours or as failures per hour.
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Thus:  rij = exp. (-lij T) (4)

Let pij defined as the probability of going from node i to node j,
where  0 < pij  £1, i¹j and pij = 0 if  i = j. 

The objective then is to find the optimum paths, i.e., the paths with the lowest overall probability of
failures.

2.3. DP Formulation of maximum reliability problem 

DP is a general approach to making a sequence of interrelated decisions in an optimum way. DP is
recursive and is started by defining a small part of the whole problem and finding an optimum solution to this
small part. This small part is slightly enlarged to find the optimum solution to the new problem using the
previously found optimum solution. Continue this step until we have enlarged sufficiently that the current
problem encompasses the original problem. When this problem is solved, the stopping conditions will have
been met. Track back the solution to the whole problem from the optimum solutions to the small problems
solved along the way.

Let fi = the maximum reliability of going from origin node i to each node j until reaching the destination
node n. Using the principle of optimality, it is possible to obtain the recurrence relation:

fi = max. [pij fi] (5)

With boundary condition fn =1 (6)
This problem can be solved using known DP algorithm [5] whose structure can be as follows:

(Optimum reliable            (Optimum reliable (Optimum reliable
route from origin  node i  =  max i,j  [  route from origin to + route from solved   ] (7)
to node j) solved node j) node j to node i)

The recursive process ends when j equals the destination node n.

3. The AI network design formulation

The AI expert system considered here is a knowledge-based system whose aim to aid human users in
designing large scale, reliable, and low cost networks

AI Problem Definitions

The backbone design problem is extremely complex problem, for no comprehensive mathematical model
can be constructed, for the purposes of obtaining an optional design in a reasonable amount of time.
The following design problem formulations are presented.
Given: a set of nodes and their locations a rate matrix describing node to node traffic.

Objective Function:

Minimize: transmission costs (link costs), delay, and distance 
Over: link placement and capacity

Constraints:
Subject to: routing policy

delay 
node and link utilization
connectivity
minimum-hop 
probabilistic reliability
node degree 
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The following design problem formulations are implemented graphically in the proposed MOLP/AI
package:

Given: a set of nodes and their locations a rate matrix describing node-to-node traffic.
Objective function:
Minimize: transmission costs (link costs) 
Minimize: delay measures
Minimize: number of hops
Maximize: network flows
Maximize: reliability

4. Block Diagram of the Proposed MOLP/AI package:
Figure 1 shows the block diagram of the Al/MOLP software package.

Fig. 1: Block diagram of the proposed the MOLP/AI package

The main components of the MOLP/AI software package are:
1. User Interface is input/output and control routines that manages showing menus and graphics and enables

the user to enter his request.
2. Procedures, Algorithms and Heuristic are specific routines designed to perform specific task(s) or particular

purposes. Such as storing and maintaining network topology data in the database, knowledge acquisition
for the network topology.

3. Database is data structures that logically' designed, normalized and produced as a physical design. It
captures the network attributes data as the user has entered (raw data).

4. Knowledge base is data structures that are part of the system data model. It keeps domain of specific facts
and information that are useful for solving problems in that domain. In our case, it will be a relational
database that have information about:
- Optimum (maximum or minimum) paths attributes between the source and any node in the current

network topology.

- Node degree and probability of successful communication between the source and any node in the
current network topology.

5 Inference Engine is a collection of tailored routines that use the consultation data provided by the user to
infer from the knowledge base about specific request. 

4.1. Design approach and General System Charts

General system charts are diagrams that express and illustrate how the design approach has been
accomplished. Data model and activity model are presented. Each one starts with logical Data model.
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4.1.1. Data model

The data model starts with the logical design, the entity model diagram, as in Fig. 2.

Fig. 2: Entity diagram of the data model

4.1.2. The Activity Model

The activity model starts with determining the main events that should happen via the system, and then
it continues by breaking down these events into modules that are broken down until reaching specific routines
for performing particular tasks, Fig. 3. The model ends with the physical design of the system software
components, e.g. dialogs, procedures, routines...etc.

The MOLP/AI software package comprises following main procedures:
1. Main Menu (procedure 000): is the system kernel that controls the core events of the system. It accepts

the user request, analyzes it and executes other appropriate procedures.
2. System Overview (procedure 100): displays explanations and details about the system for illustration

purposes and how to implement it.
3. Establish Network (procedure 200): enables the user to establish to store the data of network, stages, nodes

and links in the database. Then, it invokes knowledge acquisition procedure to acquire the knowledge
containing the network topology that has been established and store this information on the knowledge
base.

4. Maintain Network (procedure 300): enables the user to maintain or copy an already exist network
topology, providing the capability to add, change or delete any attribute of the topology to be maintained.
Then, it invokes knowledge acquisition procedure to acquire the knowledge containing the network
topology that has been maintained and store this information on the knowledge base.

5. Query Network (procedure 400): displays the attributes data for network topology, a specific stage or a
particular node or link. This is accomplished by executing appropriate routines that navigate the database
and capture the query data.

6. Line Graph Network (procedure 500): provides the capability to plot a line graph for the requested
network topology, so that the user has a clear visibility about the network under investigation.

7. Consult Expert (procedure 600): is a component of the system that is considered the expert system. 
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Fig. 3: The Activity diagram

4.1.3. Consult Expert Model (P600)

Consult Expert (Fig.4) analyzes and executes appropriate routines to infer from the knowledge base to
provide consultation information, and hence, a complete view, about specific requests, is provided. 

Fig. 4: Consult Expert Model
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Consult expert system model comprises following analysis modes:
Network Reliability Analyzer (procedure 610): This mode of the expert system demonstrates and displays

the following three graphs:
1. Network Nodes Reliability Boundaries (procedure 611) plots a graph showing the minimum and maximum

network reliability values between the source and any node in the network. These boundaries are values
for reliability of the least reliable path between the source and any node, and the reliability resultant of
series, parallel and bridge lines from the source up-to any node.

2. Network Behavior (procedure 612) plots a graph showing network reliability value between the source and
any node in the network, which is the reliability resultant of series, parallel and bridge lines from the
source up-to any node. Moreover, it plots the node degree, maximum in-flow and maximum outflow. All
these information enables the user to decide how to change the network topology performance.

3. Reliability Sensitivity (procedure 613) provides the capability to have a view how the link reliability value
and a step value of the increment. Moreover, a comparative study can be held to compare, different (up-to
five), network topologies, so that their sensitivity (locus) curves are displayed together, allowing the user
to have a complete view about the sensitivity analysis for these different topologies at the same time.

Network Path analyzer (procedure 620): This mode of the expert system presents optimum, (minimum/
maximum), path attributes analysis from the source to every node in a network topology, it provides the
information for two ordered main attributes, e.g. the best reliable path with shortest length, or the worst reliable
path with maximum number of hops. The first main attribute is one of the following path attributes set:
- path reliability value or
- path length/cost/delay,
- While the second main attribute is to be one of the following path attributes set:

a path length/cost/delay;
b path reliability;
c path number of hops or
d path maximum flow (minimum capacity)

The user request can be provided in the following three modes:
1. Optimistic mode (procedure 621): In this mode, the user selects the first path attribute to be either shortest

(least) path length/cost/delay or best path reliability value, and then determines the second attribute as
desired, minimized or maximized. Appropriate routines are executed to infer and capture complete
information that is displayed to the user.

2. Pessimistic mode (procedure 622): In this mode, the user selects the first path attribute to be either longest
(greatest) path length/cost/delay or worst path reliability value, and then determines the second attribute
as desired, minimized or maximized. Appropriate routines are executed to infer and capture complete
information that is displayed to the user.

3. Boundaries mode (procedure 623): In this mode, the user selects the first attribute to be path
length/cost/delay or path reliability value to get its boundaries values, and then determines the second
attribute as desired, minimized or maximized. Appropriate routines are invoked to infer and capture the
boundaries information that are displayed to the user, e.g. the best and worst path reliability value between
the source and a specified node, with minimum number of hops.

5. Illustrative Example: Design of a message switching public data network

The MOLP/AI software package has been used to design large scale networks. For illustration we provide
here an example of a small message switching network as shown in fig.5. Associated with each link its
performance parameters such as: delay (or distance or cost), instantaneous flow, and reliability. Using the
proposed MOLP/AI software package, the minimum distance solution, the maximum flow route for 4 units,
and the reliable route is shown in fig. 6.  
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Fig. 5: Example of a message switching network 

Fig. 6: Solution of Example 5
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Results in tabular form: 1- Input parameters
arc node node distance flow Reliability
1 1 2 20 4-0 .90
2 1 3 30 0-5 .90
3 1 4 50 0-8 .95
4 2 4 20 3-0 .90
5 2 5 50 4-1 .85
6 3 4 20 0-1 .90
7 3 6 130 2-3 .90
8 4 5 40 4-0 .90
9 4 6 60 0-4 .90
10 4 7 30 0-3 .90
11 5 7 60 4-1 .90
12 6 7 20 1-1 .90
13 6 8 60 0-10 .90
14 7 8 60 2-5 .852- 
Solution:
Optimum route 1-10 1-2,2-5,5-7,7-8 D=190 F=4
Reliable path 1-10 1-4,4-7,7-8 R=.72675

5. Conclusions

In this paper a knowledge-based software package for designing computer networks and analyzing their
performance with the focusing on reliability and connectivity, has been presented. The package used A1 and
MOLP techniques as major tools for the problem solving to perform the following activities:

(1) Establish and maintain a network topology data: That is, it accepts and updates the network topology
data and performs edits and validation to guarantee data correctness and load that data in a database.

(2) Knowledge acquisition: The system uses MOLP and DP algorithms to acquire optimization attributes
and create a knowledge base for the network topology being investigated.

(3) Network performance analysis by an expert system: The expert system is a component of the proposed
system that can be consulted to show graphs and display information about the network performance attributes
through two analysis modes:
- First mode is Network Reliability analyzer that shows graphs providing information, at each node, about

network reliability, node degree and traffic flow. Moreover, it provides capability to perform sensitivity
analysis of the network reliability attribute.

- Second mode is Optimum path analyzer which displays and shows complete information about optimum
path attributes between the source node and all other nodes in the network. This mode may perform
optimization for two ordered attributes, (e.g.) most reliable path with minimum number of hops.
(4)Providing Graphics enhancement and useful query: The system presents the capability to draw line

graph of a network topology and display different graphs reflecting the network performance attributes. It also
enables the user to query about any attribute in a network topology.

The MOLP/AI Network Optimization package proposed may be of use for educational purposes and for
solving real problems. 
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