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ABSTRACT  

 
With the advancements in the field of communication Technology it is possible to exchange messages 

between the communicating parties in a short span of time. The content of the messages has to be protected 
from intruders.  Cryptography and steganography can be used for hiding the data during transmission. Many of 
the existing systems use a single cryptographic technique in a sequential manner for ensuring data security. In 
this paper, we proposed a method in which multiple cryptographic techniques are used for data hiding in 
different order in a parallel environment, which reduces the execution time and also provides high data security. 
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Introduction 

 
Data security can be provided by using cryptographic techniques, in which the original text (plain text) is 

scrambled using some encryption algorithms, which transforms the plain text to an equivalent cipher text using 
a secret key. The encrypted text can be decrypted to a plain text only by those who possess the secret key 
(William.2005).  

 
Two types of cryptographic schemes are available based on the usage of key: 

     Symmetric Key Cryptography – In this scheme single key is used for both encryption and decryption of a 
message. 

    Asymmetric Key Cryptography – In this scheme two different keys are used. Public key is used for 
encryption and private key is used for decryption of a message.  
 
The process of solving a problem at a greater computational speed by programming multiple computers or 

a computer with multiple internal processors is called parallel processing (Deguang et al., 2010). Message 
Passing Interface (MPI) is the standard specification for message passing library. Programs developed using 
MPI can be reused in newer, faster parallel computers. The need for parallel processing is increasing with the 
necessity for high-speed processing. Using parallel processing reduces time complexity and cost as parallel 
computers can be built from cheap components. Many large problems which are infeasible to solve using a 
single processor computer can be solved using parallel processing. Parallel computer use non local resources 
that are resources of a wide area network or even internet when the local resource is scarce (Michael et al 
2008). 

   The primary objective of this paper is to develop an enhanced data security model using the cryptographic 
techniques in parallel systems. 

  Rest of the paper is organized as follows: Section 2 explains about the various existing techniques for data 
security and the cryptographic algorithms used viz., Blowfish Algorithms, Advanced Encryption Standard 
(AES) algorithm and Rivest Cipher4 (RC4) algorithm. The proposed system’s model and working is explained 
in Section 3. Simulation and the results of  
our proposed system is described in Section 4. The results of our experiments are summarized and the future 
enhancements for our system are given in Section 5.  
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Related Work: 
 
Using cryptography for data security is adopted in many of the existing systems but they use only a single 

algorithm for encryption and decryption, which are vulnerable to attacks by cryptanalysts and are broken at 
some instance by one of the various cryptanalysis techniques such as linear cryptanalysis, n-gram analysis, meet 
in the middle attack, brute force attack, etc., Even the most famous and complex algorithm were broken by the 
cryptanalyst some time after using it widely in the network(Sairam et al., 2011).  

In Sairam et al., suggest a method that provides data security by performing multiple encryptions on the 
data in a sequential manner using different algorithms in different order.  

The strength of a cryptographic scheme can be increased by increasing the strength of the key. Such a 
mechanism was proposed by Manikandan et al., (2011) to improve the strength of the key by using RC4 
algorithm. 

The data security enhancement can also be provided by modifying the existing algorithms as implemented 
in by Vaithyanathan et al., The efficiency of blowfish algorithm is increased by modifying the existing model.  

In (Manikandan et al., 2011) the file is divided into two slices and one slice is encrypted using block cipher 
and another using stream cipher. This increases the security and the performance of the system.  

Parallel execution of AES algorithm increases the performance of the system and the speed of AES 
encryption    significantly (Deguang et al., 2010).  

Some existing systems support cross platform, but uses only a single algorithm for encryption which makes 
it vulnerable to attacks. A strong approach is to be developed to tackle the threats from the cryptanalysts. This 
paper suggests a technique that uses multiple encryption algorithms in a random manner and encrypts the text in 
parallel.  
2.1 AES Algorithm 

AES provides flexibility, simplicity and hardware and software sustainability. This algorithm can be used 
in a variety of platforms and applications. This can also be used as a stream cipher, message authentication 
code, hash function, pseudorandom number generator (Bruce.1996).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.1: Flow diagram for AES algorithm 

 
The AES algorithm’s flow diagram is given in the above figure. AES uses different key sizes of 128, 192 

or 256 bits but restricts the block length to 128 bits. This provides greater security when compared with other 
algorithms of same key size and block length. The algorithm works as follows: 
   The key provided is expanded into an array of forty-four 32 bits words. 4 words (128 bits) is used as a 

round key for each round. 
    Four different operations are performed in each round, namely 
o    Substitute bytes : Performs byte-by-byte substitution using an S-box 
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o    Shift rows: A simple permutation technique to change the values by shifting the rows. 
o    Mix columns: Uses arithmetic operation and performs substitution. 
o    Add round Key: Bitwise XOR of current block with the portion of the expanded key. 
    For encryption and decryption the process begins with an Add round key stage and followed by 9 rounds, 

each round consists of four stages mentioned above. The last round contains only 3 stages excluding add 
round key stage. 

 
2.2 Blowfish Algorithm: 

 
Blowfish Algorithm manipulates data in blocks and scalable key, from 32 bits to 256 bits. It uses sub keys 

that are one way hash of key. The fiestel network design is simple yet retains the desirable cryptographic 
properties. Generating sub keys by using the blowfish algorithm enhances the complexity of the algorithm. The 
algorithm consists of key expansion part and data-encryption part (Bruce. 1994). 

Key expansion converts a key of at most 448 bits into several sub key arrays of 4168 bytes (Vaidhyanathan et   
al., 2011). The sub keys are generated as follows: 
 P-array is initialized first and then the four S-boxes, with a string of hexadecimal digits. 
 P1 is XORed with first 32 bits of key, P2 with next 32 bits and so on.  
 Encrypt all-zero string with blowfish algorithm using the sub keys described in steps (1) and (2). 
 Replace P1 and P2 with the output of step (3). 
 Encrypt the output of step(3) with modified sub keys using blowfish algorithm. 
 Replace P3 and P4 with the output of step (5). 
 This process is repeated until all the entries of P-array and then the four S boxes are initialized.  

 
 

Fig. 2: Fiestal Structure of Blowfish Algorithm 
 
The general fiestel structure of the blowfish algorithm is given in Fig 2. Data Encryption is carried out 

through a 16 round Feistel Network. Each round consists of a key dependant permutation and a key and data 
dependant substitution. All the operations are XORs and additions on 32-bit words.    
 
2.3 RC4 Algorithm: 

 
RC4 is a symmetric key algorithm using variable key-size stream cipher. Random permutation is the basis 

of the algorithm. A variable length key of 1 to 256 bytes are used to initialize the State vector S of 256 bytes 
long with elements S[0] to S[255]. The state table is used for subsequent generation of pseudo-random bits and 
then to generate a pseudo-random stream which is XORed with the plaintext to give the cipher text. The 
structure of RC4 algorithm is given below.  
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Fig. 3: Structure of RC4 Algorithm 

  
There are two steps in RC4 algorithm (William.2005). 

 
1. Initialization of S: The entries of S are set to values 0 to 255, S[0]=0, S[1]=1,…. S[255]=255. A temporary 
vector T is also created. If key length is 256 bytes, K is transferred to T, else first k Len elements of T are 
copied from K and then K is repeated until T is filled. This is just a permutation and the final S consists of 
numbers 0 to 255. 
2. Stream Generation: This involves cycling through the elements of S[i] and swapping S[i] with another byte 
in S according to a scheme dictated by the current configuration of S. After reaching S [255], the process starts 
again at S[0]. For encryption the k value is XORed with the next byte of plain text and for decryption k value is 
XORed with the next byte of cipher text.   
 
Proposed System: 

 
In our proposed system, three well known cryptographic algorithms are used. They are, 

 Advanced Encryption Standard (AES) Algorithm 
 Blowfish Algorithm 
 RivestCipher4 (RC4) Algorithm  
 

The steps involved in our approach are as follows: 
We have used three algorithms based on which 6 combinations are stored in an array. The combinations are 

123, 231, 321, 132, 213, and 312. The numbers 1, 2 and 3 represents AES, Blowfish and RC4 algorithm 
respectively. For example, if the selected combination is 2-3-1, the first slice of the file is encrypted using 
Blowfish algorithm, the second slice with RC4 and the third slice with AES algorithm. 
1. The file name and the key are given as inputs to the system. The key is mapped to a combination in the 

array. This combination determines which algorithm is to be used to a particular slice of the file.   
2. The File is divided into three slices based on the size and each slice is encrypted in parallel using different 

algorithms based on the selected combination and the key provided.  
3. The encrypted slices are combined to form a single file which is transmitted to the receiver. 
4. The received encrypted file is again divided into three slices and decryption is performed on each part using 

the algorithm specified by the combination selected based on the key. The decrypted slices are combined to 
get the original file. 
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Fig. 4(a): Flow Diagram for Encryption 
 
 
 
 
 
 
 
 
 
 

 
 
   
 
 
 
 
 
 
 
 
 

 
Fig. 4(b): Flow Diagram for Decryption 

 
Fig 4(a) and Fig 4(b) represents the flow diagram of the encryption and decryption processes used in this 

approach respectively.  
 
Simulations and Results: 
 

For the simulation of our experiments we used MPI with C for parallel processing. The outcome of our 
simulation is shown as screenshots. 
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Fig. 5(a): Parallel Encryption 
 

The Fig 5(a), is a snapshot of the encryption process. The Fig 5(b) shows the decryption process of the file 
in parallel environment.  
 

 
Fig. 5(b): Parallel Decryption 

 

 
Fig. 6(a): Sequential Encryption 
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Fig. 6(b): Sequential Encryption 
 

The fig 6(a) shows the encryption of a text file in sequential manner and the fig 6(b) shows the decryption 
of the encrypted file. 

 
Table 1: Encryption and Decryption 

File Size 
 (Bytes) 

Parallel  
 Execution Time 
 (Seconds) 

Sequential Execution Time 
(Seconds) 

4938 0.004975 0.061031 
10856 0.008519 0.133225 
16728 0.011962 0.025185 
293536 0.789672 3.750313 
2090400 0.864625 3.830054 
3484108 1.382546 6.23437 

 
The results of our experiments are tabulated in the above Table 1, which shows that the execution time in 

the parallel environment is very low when compared to the sequential execution. The graph represented in Fig 7 
has file size on the x-axis and time on the y-axis, and shows a comparison between the sequential and the 
parallel processing. From the graph it is evident that the execution time in our proposed method is better than 
the generic sequential approach. 
 

 
 

Fig. 7: Parallel Encryption and Decryption 
 
Conclusion and Future Enhancements: 

 
A new approach for file encryption is proposed in this paper, where multiple algorithms are used in a parallel 

environment. The proposed approach includes the advantages of using various algorithms for different parts of the 
file which is practically infeasible to identify. From our experiments we concluded that parallel execution reduces 
the total execution time and enhances performance. Using different algorithms in a random order every time 
provides high data security. Thus the system proposed is justified in providing high data security in parallel 
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processing. This system can be further enhanced by using different keys for each slice. Further, the methodology 
can also be implemented with other file types. 
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