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ABSTRACT  
 
 Intrusion Detection (ID) is the most significant component in Network Security System as it is responsible 
to detect several types of attacks. Having a high quality intrusion detection system (IDS) is in high demand. The 
IDS commonly deals with a large amount of data traffic, which involves irrelevant and redundant features. The 
feature selection is one of the prominent factors that influence the quality of IDS. Thus, in this paper, we have 
proposed a wrapper–based feature selection approach using Bees algorithm (BA) as a search strategy for subset 
generation, and using Support Vector Machine (SVM) as the classifier. The experiments used four random 
subsets collected from KDD-cup 99. Each subset contains around 4000 records. The performance of the 
proposed approach is evaluated based on standard IDS measurements such as: detection rate, false alarm rate, 
and classification accuracy comparing with feature selection techniques such as Rough-DPSO, Rough, Linear 
Genetic Programming (LGP), Multivariate Regression Splines (MARS), and Support Vector Decision Function 
Ranking (SVDF). The result shows that the feature subset produced by BA-SVM has yielded better quality IDS. 
 
Key words: IDS, Bees algorithm, Feature selection, Anomaly detection. 
 
Introduction 
 
 The tremendous increase in the use of computer networks and overwhelming availability of internet has 
brought many positive aspects, but at the same time the vulnerability of computer security is adding pressure to 
the users in many aspects. The raise in computer hacking activities is the serious issue that has to be addressed 
immediately. The security tools such as anti-virus, firewall and intrusion detection systems (IDS) are some of 
the reliable solutions available to protect our computers from cyber criminals. Of which the IDS has set a perfect 
platform to defend the confidentiality, integrity and other security aspects of the cyber world (Folorunso  et al. 
2010). 
 According to Dat et al. (2007) there are two kinds of network intrusion detection systems such as: signature 
based intrusion detection and the anomaly behavior detecting based intrusion detection. The former constantly 
examines the networks and tries to equal the network traffic with some predefined patterns. While the anomaly 
behavior detecting based intrusion detection system generates a standard traffic sketch and employs it to detect 
any abnormal traffic patterns and attempts of intrusion.  
 In intrusion detection the detection of anomaly is the primary constituent in which disorientations of normal 
behavior hint the occurrence of deliberately or accidentally provoked attacks, faults, defects, etc (Lazarevic et 
al. 2003). Anomaly detection has found its application in a lot of data mining methods (Dat et al. 2007) such as: 
Hidden Markov Model (HMM) (Cohen 1995), Support Vector Machines (Abraham 2001), Rule Learning 
(Lazarevic et al. 2003), Multivariate Adaptive Regression Splines (Banzhaf  et al. 1998), Outlier Detection 
scheme (Han & Cho 2003), Neuro-Fuzzy (NF) computing (Mukkamala et al. 2003) and Linear Genetic 
Programming (Mukkamala et al. 2006).   
 The three main vital factors that impact the quality anomaly detection are: feature selection, data value 
normalization, classification technique. Feature selection has been considered as a significant topic in generating 
quality IDS. 
 Feature selection finding a subset of features to improve classification  accuracy(Folorunso  et al. 2010). 
There are two types of feature selection approaches: wrapper methods and filter methods (Dat et al. 2007). The 
former employs machine learning algorithm to evaluate the reliability of features or a feature set. While a  filter 
method does not use the machine learning algorithm for filtering irrelevant and redundant features, instead  uses 
the principal characteristics of the training data to evaluate the significance of the features or feature by distance 
measure, correlation measures, consistency measures and information measure (Chen et al. 2006). Several 
optimization methods have been introduced to  identify important features through wrapper and filter 
approaches namely genetic algorithm (Xia et al. 2005), ant colony optimization (Gao et al. 2005), particle 
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swarm intelligence (Wang et al. 2009) and these algorithms have achieved positive results. Bees algorithm is 
one of the new optimization techniques that has attracted considerable notice and been successfully applied  in a 
lot of fields  such as Job scheduling (Pham et al. 2007a), data clustering (Pham et al. 2007d), training neural 
networks for pattern recognition (Pham

 The reminder of this paper is organized as follows: Section 2 briefly discusses the related work and a brief 
description of SVM and BA. Section 3 describes our proposed feature selection approach. In Section 4, the 
network datasets used in this study are described. Section 5 presents experimental setup and results. Finally 
Section 6 provides the conclusion and suggestions for future work. 

 et al. 2006a) and function optimisation (Pham et al. 2006b).  
Consequently, this paper introduces a Bees Algorithm for feature selection in network anomaly detection. 

 
2. Related Work: 
 
 A number of methods have been projected to obtain the finest feature set in order to introduce competent 
methods for detection and classification of anomalies. The organization of a regular model and the requirement 
of maximizing anomaly detection rate with lower false alarm rate are still demanding asking.  
 Zainal et al. (2006) have employed a rough set theory for identifying the important features  in building 
IDS; moreover the rough set is also employed to classify data. The results of the test disclose that the feature 
subsets introduced by the Rough set are more dynamic and reliably performance during the experiments. 
 Sung and Mukkamala (2005) have employed three approaches, such as  Support Vector Decision Function 
Ranking (SVDF), Linear Genetic Programming (LGP) and Multivariate Regression Splines (MARS) for feature 
selection in intrusion detection. The performances of these methods are assessed in term of classification 
accuracy on the test data. Nevertheless these methods have yielded encouraging results. 
 Zainal et al. (2007) have proposed Rough Set and discrete Particle Swarm Optimisation (Rough-DPSO) for 
feature assortment in intrusion detection. The training dataset was discretized  before  it is fed into a Rough Set 
tool called as Rosetta. GA is used for reducts. The most appeared 15 features were selected depending on the 
reducts generated and are treated as initial feature subset.  This particular stage is considered as a very crucial 
process by researchers as it eliminates the insignificant and repeated features. The initial feature subset 
mentioned prior would afterward become an input in the following stage (granular feature selection using 
Rough-DPSO). Particle swarm optimization will search the space of feature subsets that are exponential with the 
number of features. Rough-DPSO has to examine the 15 features subset generated from Rough Set instead of all 
the 41 existing features.  
 
2.1 Support Vector Machine (SVM): 
 
 Support Vector Machine (SVM) depends on the structural risk minimization principle from the statistical 
learning theory.  Its  kernel  controls the  practical  risk and the capability of classification  for the purpose of   
maximizing  the  margin among the classes and  minimizing  the true  costs (zhang et al.2006). A support vector 
machine finds an optimal separating hyper- plane between members and non-members of a given class in a high   
dimension feature space (Dong and Jong 2003). Even though the facet of feature space is very large, it still 
demonstrates good performances of generalization. The basic SVM theory is as follows. 
 Initially,  we  have been offered  a  couple of  training  samples  S=((X  ,y ),(X , y )),  I = 1, 2,.....n ,   Xn Ɛ  

, and  y Ɛ  {+1,-1} where X is the input data and y is output. If y is “1”,   this refers that the input 
example is standard. And  If y is “-1”, the input example is considered to be irregular. In case if this set can 
be estranged by a hyper-plane WX +b =0. where all the training examples assure: 
 
Yi ( 〈 w.xi 〉 +b) ≥ 1, for all i=1……I                                                                            (1)

 
W is an adjustable weight vector, and b is the bias term. In Figure1, the margin between two hyper-planes 
 
H1: w.x1+b=1 and H2: w.x1+b=-1 is 2/||w||                                                                      (2) 
 
 And the hyper-plane that reduces the margin is the optimal separating hyper-plane. Therefore, the 
optimization is now a convex quadratic programming problem. 
 Where αi is Lagrange multiplier. When the set is non- linearly separable, K (Xi, X) is kernel function, 
and it must satisfy the Mercer c o n d i t i o n . When the set  is l inearly separable, K(Xi, X) means inner 
product (Xi, X). 
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2.2 Bees Algorithm: 
 
 The Bees Algorithm is classified as Bee Inspired Algorithms that fall in the field of Swarm Intelligence, and 
more broadly fall in the fields of Computational Intelligence and Metaheuristics. The algorithm is widely used 
to obtain optimal solution and shun the problems of local optima. This algorithm has a unique blend of 
neighbourhood search and random search that makes it appropriate for combinatorial and functional 
optimizations (Pham et al. 2006b). The Figure 2 illustrates the pseudo code for a simple Bee Algorithm. 
 
 
 
 
 
 
                                           (〈 w.xi 〉 + b) = -1 

 
                                                                           (〈w.xi 〉 + b) = 1 
 
 
                                            (〈 w.xi 〉 + b) = 0 
                                                                                                                Margin = 2/||w|| 
 
 
Fig. 1: Separating hyper-plane between two classes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2: Pseudo code of the bee algorithm. 
 
 The algorithm is initiated by the initialization of a set of parameters such as: number of scout bees (n), 
number of elite bees (e), number of selected regions out of n points (m), number of employed bees around elite 
regions, number of recruited bees around other selected (m-e) regions, and stopping criteria. Then, n bees are 
arbitrarily located on the search space similar to the arbitrary search process carried out by the scout bees. All 
the bees on the problem space evaluate the fitness of its field in step 2 like the natural searching (or scouting) 
process is performed by scout bees. 
 In step 4 the elite bees with superior fitness are chosen and preserved for next population. In steps 5 to 7 
(neighbourhood search) allocates elite bees to search directly around them to select the best and fit positions. 
The step 6 employs the bees to search around those positions and their individual fitness is evaluated. The 
number of bees employed around the elite points will be more, whereas it will be low in the enduring selected 
points. Recruitment is one of the vital hypotheses of the bee algorithm in line with the biological concept of 
scout bees.  
 
3. The proposed feature selection approach: 
 
 In this paper, we have proposed BA as feature selection approach for network anomaly detection. This 
approach uses the wrapper approach as a random search method for subset generation and Support Vector 
Machine (SVM) as the classifier technique. A was conducted to classify the regular and attacked data.  For 
applying the BA for feature selection, the following matters must be considered: 
 
 
 

1. Initialise population with random solutions. 
2. Evaluate fitness of the population. 
3. While (stopping criterion not met) //Forming new population. 
4. Select elite bees. 
5. Select sites for neighbourhood search. 
6. Recruit bees for selected sites (more bees for  best e sites) 
     and evaluate fitness. 
7. Select the fittest bee from each patch. 
8. Assign remaining bees to search randomly  and evaluate their fitness. 
9. End While. 
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Solution Representation: 
 
 The whole set of features is symbolized by a binary string of length N, where a bit in the string is set to ‘1’ 
if it has to be withheld, and set to ‘0’ if it has to be abdicated, and N is the original number of (Jun et al. 2010). 
 
Neighbourhood structures: 
 
 A classical Random Flip Mutation operator (RFM) have considered for the purpose of neighbourhood 
search, in which the randomly chosen number of features (Nf) bits are turned over to configure the present 
neighbourhood. An example of the mutation operator in current solution is illustrated in Figure 2. 
 
 
 
 
   
  
 
 
 
Fig. 2: Mutation operators. 
 
Fitness function: 
 
 In this paper, SVM is employed as the classifier in the wrapper feature selection method for validating the 
feature subsets. As every feature subset is represented by a bee, these bees are assessed by the SVM classifier, to 
gauge the value of the symbolized feature subset. A bee’s fitness is gauged by the means of 10-fold Cross 
Validation (10FCV), to calculate the classification accuracy by a SVM, acclimatized by this feature subset. In 
the 10FCV, the data set contains 10 subsets. Of which, one subset is deployed for testing and the rest for training 
purpose.  
 Immediately after that, the average accuracy rate across all 10 trials is calculated. The accomplish fitness 
function is described in Equation (3.2) (Zainal et al. 2007). 
 

                                                               (3) 
 
 Where γ R(D) is the average of classification accuracy  rate got by carrying out ten multiple cross-
validation with SVM classifiers, on the training dataset with attribute set R chosen from each bee in the  
population to decision D. |R| is the ‘1’ number of position or the length of selected feature subset. |C| is the total 
number of features. α and  β are two parameters related to the significance of classification quality and subset 
length. α ∈ [0,1] and  β  = (1-α ). The classification accuracy is more vital than subset length. The quality of 
each bee is gauged by this fitness function.   
 
3.1 The proposed BA-SVM approach: 
 
 The BA-SVM approach consists of steps as each step discuss as following: 
 
Step 1: (Initialization) randomly generates initial scout bee population  
Step 2: Measures the fitness of all the bees in the population, where the accuracy of the SVM classification and 
all the chosen features are utilized to calculate the fitness function .The scout bee’s fitness is computed by the 
Eq 3.  
Step 3: The bees that have highest fitness are selected as elite bees and sites visited by them are chosen for 
neighbourhood search.  
Step 4: The algorithm conducts searches in the neighbourhood of the selected sites. Mutation operator was used 
for neighbour search around elite bees’ position. 
Step 5: The algorithm recruit bees around selected site, assigning more bees to search near to the best e sites. 
The fitness of each bee is evaluated by Eq (3). 
Step 6:  For each site only the bee with highest fitness will be selected to form bee population. 
Step 7: These steps are iterated until a stopping criterion is met. If the stopping criteria is satisfied, the bee that 
have feature subset with best fitness is selected; or else, the algorithm will continue to  generate new population 
of scout Bees.In this algorithm  the fitness value is allocated as stopping criteria. At the end of  all the iterations, 

0 1 0 0 0 1 0 0 

0 1 0 1 0 1 0 0 

Mutation Operator 
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the colony will have two parts to its new population representatives from each selected patch and other scout 
bees are assigned to carry random searches. 
Step 8: At the end, SVM is trained based on best feature subset. Then, the testing datasets are used for testing 
purpose. The pseudo code of BA-SVM is shown in Figure 3. 
 

 
 
Fig. 3: Pseudo code of BA-SVM approach for feature selection. 
 
4. Network Data Description: 
     
 Here we have used the KDD Cup 1999 dataset that was pre-processed by the Columbia University and 
distributed as part of the UCI KDD Archive. The attacks fall into four main categories: 1) DOS: denial-of-
service, e.g. syn flood. 2) R2L: illegal access from a remote machine, e.g. guessing password. 3) U2R: 
unauthorized access to local super user (root) privileges, e.g., various 'buffer overflow ‘attacks. 4) Probing: 
surveillance and other probing, e.g., port scanning. 
 For each TCP/IP connection, 41 various quantitative and qualitative features were extracted along with 1 
class label. The table 1 illustrates all the features found in a connection. In the apparent referencing which is 
based on Chebrolu et al. (2005) all the features are assigned a label (A to AO).   
 
Table 1: Network data feature labels. 

Label Network Data Feature Label Network Data Feature Label Network Data 
Feature 

A duration O su_attempted AC same_srv_rate 
B protocol_type P num_root AD diff_srv_rate 
C service Q num_file_creations AE srv_diff_host_rate 
D flag R num_shells AF dst_host_count 
E src_byte S num_access_files AG dst_host_srv_count 
F dst_byte T num_outbound_cmds AH dst_host_same_srv_rate 
G land U is_host_login AI dst_host_diff_srv_rate 
H wrong_fragment V is_guest_login AJ dst_host_same_src_port_rate 
I urgent W count AK dst_host_srv_diff_host_rate 
J hot X srv_count AL dst_host_serror_rate 
K num_failed_login Y serror_rate AM dst_host_srv_serror_rate 
L logged_in Z srv_serror_rate AN dst_host_rerror_rate 
M num_compromised AA rerror_rate AO dst_host_srv_rerror_rate 
N root_shell AB srv_rerror_rate   

 
5.   Experiments and result: 
 
5.1 Experimental Setup: 
 
 The proposed BA-SVM approach is implemented using java. The experiments used a CORE 2 Duo CPU 
2.20 GHZ with 3 GB RAM, Windows 7 Home Edition. The SVM classifier used in this approach is based on 
the LIBSVM (Chih-Chung Chang, 2001). The parameters for the SVM are C = 1, Gamma = 0.01, and the 
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Gaussian radial basis function (RBF) was used as the kernel. Our experiments were carried out on subsets from 
KDD Cup 1999 dataset In order to evaluate our proposed feature selection approach. Our experiments consist of 
two phases such as: training and a testing phase. This subset is divided into 4 sets of data, one for training (Data 
1) and another three (Data 2, Data3, Data4) for testing. Each set had 4000 randomly chosen records. Of which 
nearly half of the data (50 to 55%) belong to the normal category and the leftovers are attacks.  
 
Performance Measurement: 
 
 The evaluation of the proposed approaches is based on three performance metrics: the detection rate, false 
alarm rate and classification accuracy rate. In addition, the Receiver Operating characteristic (ROC) have 
applied to comparison the performance of the proposed approach. 
 
Detection rate = .                                                               (4) 
 
False Alarm Rate   = .                                                                      (5) 
 
Accuracy Rate   = .                                                                       (6) 
 
 Receiver Operating Characteristics: is a graph that shows the relation between the true positive rates and 
false positive rates where the X-axis is false positive rates and the Y-axis is true positive rates, or what we  refer 
as a detection rate. 
 
Parameters Settings: 
 
 The parameter used in BA algorithms is shown in Table 2. The values were decided empirically. 
 
Table 2: BA Parameter Setting. 

BA 
Parameters Value 
Population size 25 
Number of selected sites 5 
Number of elite sites 2 
Number of recruited 
Bees for best m sites 

15 

Number of recruited 
bees for best e sites 

20 

 
 As discussed earlier, Sung and Mukkamala (2005) had introduced 3 feature subsets generated by three 
techniques (LGP, MARS, SVDF). Furthermore Zainal et .al had introduced 2 feature subsets generated by two 
techniques which are Rough Set and Rough-DPSO. We have employed these features and trained each of them 
using our training dataset. The SVM classifier was trained based on each feature subsets. Then, we have tested 
using our testing datasets and their results were compared. The evaluation of all approaches was based on 
detection rate, false alarm rate and classification accuracy. 
 
5.2 Results: 
 
 Table 3 shows the results of the BA-SVM approach in terms of best solution found, fitness value and 
feature length of ten independent runs. The best feature subset acquired from the 1st run, which constituted 
highest fitness, was used to train the SVM classifier (libsvm). The features involved in the training process are:  
C, L, X, Y, AF, and AK.  
 Table-3 shows the comparison of the classification accuracy  by all approaches. The first three rows are the 
feature subsets proposed (LGP, MARS, and SVDF). The fourth and five rows are the features or reducts 
proposed by Rough Set and Rough-DPSO. The Last rows constitute the six significant features proposed by our 
approach. The last columns show the value of mean for each of the techniques.  The mean gives the average 
classification accuracy of the feature subset proposed by the relevant method on three different test sets. 
 Table 3, illustrates that the feature subset produced by the BA feature selection approach yields high 
classification accuracy for all the datasets. In dataset2, SVDF is second in ranking. The BA yields better results 
compared to SVDF by 2.65 of classification accuracy. In the dataset 3, LGP is second in ranking; the result of 
BA is better compared to LGP by 2.05 of classification accuracy. In the dataset 4, Rough- DPSO is second in 
ranking. The result of BA is better compared to Rough- DPSO by 6.13 of classification accuracy. Looking at 
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mean values for each approach, BA has the highest average classification rate. BA has displayed a consistent 
performance even when different datasets are used. 
 
Table 3: The experiment results of BA on the training dataset. 

Run#  Best Solution  Fitness Value Feature Length 

1  (C,L,X,Y,AF,AK)  75.212  6 

2  (S,V,W,AD,AH,AI,AK)  72.600  7 

3  (C,F,J,M,X,AA,AF,AN)  73.452  8 

4  (H,L,P,S,W,X,AD,AM)  72.125  8 

5  (B,C,L,U,V,AF,AL)  72.982  7 

6  (B,E,J,W,AC,AG,AK)  74.422  7 

7  (B,N,T,W,Z,AC,AK,AM  75.200  8 

8  (D,H,O,T,W,AE,AG)  73.185  7 

9  (R,T,V,W,AA,AF,AG,AK)  72.597  8 

10  (H,X,Y,AC,AE,AH,AJ,AL)  73.520  8 

 
Table 4: Comparison of classification rate. 

Technique Data2 Data3 Data4 Mean 
LGP 
(C,E,L,AA,AE&AI) 75.37 94.60 87.65 85.87 

SVDF 
(B,D,E,W,X  &AG) 82.60 89.83 84.98 85.80 

MARS 
(E,X,AA,AG,AH&AI) 70.47 92.65 90.87 84.66 

Rough Set 
(D, E, W, X, AI & AJ)) 81.65 89.56 87.18     86.13 

Rough-DPSO 
(B,D,X,AA, AH & AI) 71.85 93.23 92.07     85.72 

BA 
(C, L,X,Y,AF&AK)     85.25     96.65     98.20 93.36 

 
Table 5: The detection rate and false alarm rate results for all approaches. 

Dataset 4 
       
  Detection              False  
   Rate               Alarm Rate         

Dataset 3 
       
  Detection        False Alarm  
Rate               Rate 

Dataset 2 
 
  Detection            False 
    Rate              Alarm Rate               

Technique 

18.20 96.43 5.10 94.24 28.40 82.00 LGP 
0.12 62.64 0.00 76.10 1.05 53.80 SVDF 
5.5  0 85.50 4.95 89.40 25.20 62.90 MARS 
0.08 68.08 0.00 75.46 0.70 50.60 Rough Set 

3.90 86.19 4.39 90.02 22.00 61.40 Rough-       DPSO 

0.16 95.75 0.90 93.42 12.62 81.5 BA 

 
 The performance of BA-SVM approach is also assessed using ROC Curve. The Figure 4 shows the 
comparative ROC curve of BA, LGP, SVDF, MARS, Rough Set, and Rough-DPSO. The Roc curves for all 
approaches can be segmented into three groups: group A (SVDF, Rough Set), group B (LGP, MARS, Rough-
DPSO) and group C (BA). The group A  has the lowest detection rate and lowest false alarm rate, whereas the 
group B has good detection rate and high false alarm and group C has high detection rate and low false alarm 
rate. In general, the proposed approach (BA) is slightly more accurate and constant when compared with other 
methods.    
 
6. Conclusion and Future Work: 
 
 In this paper, we had proposed BA-SVM based wrapper approach for feature subset selection in  anomaly 
detection. Based on the datasets used for the experiment, the results had demonstrated that the feature subset 
obtained  by BA is superior in terms of classification accuracy  and it has high detection rate and low false alarm 
rate. The BA has the advantage of easy implementation and it is very efficient in finding optimal solutions. 
Consequently, it is effectual to apply BA and SVM to Network anomaly detection. In the future, we will further 
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improve our feature selection approach by combining Rough Set method and BA for  identifying a subset of 
highly relevant features which leads to high quality IDS. 
 

 
 
Fig. 4: Comparison performance of BA-SVM with other approaches using ROC curve for all datasets. 
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