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ABSTRACT 
 
 Government applications, complex business systems, e-commerce and automated business transactions 
require robust and rigorous security measures. Companies using the Internet environment as a platform to 
conduct business have a better probability of success if they accommodate the needs of security-conscious 
clientele. Today’s Internet clients demand stringent security protocols to protect their interests, privacy, 
communication, value exchange, and information assets. Public key cryptography is the technology behind 
modern trusted communication techniques. In physical communication, building trust is relatively easy since the 
entity (person) can be identified by either physical interaction or some identification mark such as signature, or a 
letterhead. However, in case of electronic communication, building trust is quite different since the identity of 
the other entity remains concealed, and most of the identification or security methods to be taken in case of 
physical communication are not applicable. This trust can't be established, in this case, until both entities are 
sure about each other’s identities and that the information they are exchanging over a network is completely 
secured from different types of tampering. This article demonstrates how public key cryptography supports 
these risk management requirements and solves e-commerce security problems in heterogeneous network 
environments. Public-Key Infrastructure (PKI) is the foundation for secure Internet applications. PKI is a 
comprehensive set of functions supports security mechanisms such as confidentiality, integrity, authentication, 
and non-repudiation (Jianying, Moti, 2010). PKI constitutes the core of an Internet security infrastructure and is 
the key to ensuring authentic and private communications. The success of an enterprise's PKI will have a major 
impact on its core business operations. It is an essential component of an overall security strategy that must 
work in concert with other security mechanisms, business practices, and risk management efforts. This paper is 
devoted as a guide to PKI provides the reader with a basic introduction to key terms and concepts used in a PKI 
including the use of encryption, digital signatures, public keys, private keys, digital certificates, Certificate 
Authorities, certificate revocation and storage. It mentions the features and services used by the PKI and the 
techniques involved in public key cryptography.  
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Introduction  
 
 The term public key infrastructure (PKI) is derived from public key cryptography, the technology on which 
PKI is based. Public key cryptography is the technology behind modern trusted communication techniques. 
Trusted form is a basic concern in all communication, either in physical or electronic form. In physical 
communication, building trust is relatively easy since the entity or person can be identified by either physical 
interaction or some identification mark such as signature, or a letterhead. However, in case of electronic 
communication, building trust is quite different since the identity of the other entity remains concealed, and 
most of the identification or security methods to be taken in case of physical communication are not applicable. 
This trust can't be established, in this case, until both entities are sure about each other’s identities and that the 
information they are exchanging over a network is completely secured from different types of tampering. PKI is 
used to address the problems of mutual trust, authentication, and security issues over networks. It tries to bring 
the real world security and trust to the electronic world by enabling trusted electronic communication means and 
transactions. So, it is, somehow, a framework that consists of security policies, encryption mechanisms, and 
applications that generate, store, and manage security keys. PKI also provides procedures to generate, distribute, 
and utilize these security keys and certificates. 
 PKI provides a mechanism to publish the public keys that are part of public key cryptography. It describes 
the policies, standards, and software that are used to regulate certificates, public keys, and private keys 
(Jianying, Moti, 2010). 
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A PKI infrastructure is expected to offer its users the following benefits: 
 certainty of the quality of information sent and received electronically  
 certainty of the source and destination of that information. 
 assurance of the time and timing of that information (providing the source of time is known). 
 certainty of the privacy of that information . 
 assurance that the information may be introduced as evidence in a court or law. 
 PKI facilities have been developed principally to support secure information exchange over insecure 
networks - such as the Internet - where such features cannot otherwise be readily provided. PKI facilities can, 
however, be used just as easily for information exchanged over private networks, including corporate internal 
networks. PKI can also be used to deliver cryptographic keys between users (including devices such as servers) 
securely, and to facilitate other cryptographically delivered security services. 
 
2- Public Key Cryptography Concept: 
 
 Public key cryptography uses a pair of mathematically related cryptographic keys. If one key is used to 
encrypt information, then only the related key can decrypt that information. If you know one of the keys (public 
key), you cannot easily calculate what the other one (private key) is (Stalling, 2011).  
 The Public Key used for Encryption when anyone want to send you confidential information. The 
information to be sent is encrypted using your public key. You can provide your public key to the sender, or it 
can be retrieved from the directory in which it is published.  
 A private key is used to decrypt information that has been encrypted using its corresponding public key. 
The person using the private key can be certain that the information it is able to decrypt must have been 
intended for them, but they cannot be certain who the information is from (Menezes et al, 2004).  
 
2.1 The Private Key for Signature: 
 
 If the sender wishes to prove to a recipient that they are the source of the information (perhaps they accept 
legal responsibility for it) they use a private key to digitally sign a message (a digital signature). Unlike the 
handwritten signature, this digital signature is different every time it is made. A unique mathematical value, 
determined by the content of the message, is calculated using a 'hashing' or 'message authentication' algorithm, 
and then this value is encrypted with the private key - creating the digital signature for this specific message. 
The encrypted value is either attached to the end of the message or is sent as a separate file together with the 
message. The public key corresponding to this private key may also be sent with the message, either on its own 
or as part of a certificate (Lioy et al, 2006).  
 Note: Anyone receiving information protected simply by a digital signature can check the signature and 
read and process the information. Adding a digital signature to the information does not provide confidentiality. 
 
3. The Core Components of PKI: 
 
 The major technical components and operational flow of a PKI are shown in Figure 1. These components 
are CA, RA, PKI Clients, Digital Certificates, and Certificate Distribution System or Repository. In a PKI 
deployment, each of these components has a specific role to perform (Adams, 1999).  

 
Fig. 1: Technical components and operational flow of a PKI (Adams, 1999). 
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3.1 Certification Authority (CA): 
 
 The CA is the basic building block of the PKI. The CA is a collection of Computer hardware and software 
programs (Stamp, 2011). 
 The CA is known by two attributes: its name and its public key. The CA performs four basic PKI functions: 
 Issues certificates through some rules (i.e., creates and signs them). 
 Maintains certificate status information and issues Certificate Revocation Lists (CRLs). 
 Publishes its current (e.g., unexpired) certificates. 
 CRLs. 
 
 Users can obtain the information they need to implement security services; and maintain archives of status 
information about the expired certificates that it issued. These requirements may be difficult to satisfy 
simultaneously. To fulfill these requirements, the CA may delegate certain functions to the other components of 
the public key infrastructure. A CA may issue certificates to users, to other CAs, or both. When a CA issues a 
certificate, it is asserting that the subject (the entity named in the certificate) has the private key that corresponds 
to the public key contained in the certificate (Adams, 1999).  
 
3.2 Registration Authority (RA): 
 
 A Registration Authority (RA) is an entity of the PKI that designed to verify certificate contents for the CA. 
Certificate contents may reflect information presented by the entity requesting the certificate. It acts as a linking 
entity between the CA and the client (Christof, 2005). 
 RA is designed to verify certificate contents for the CA. Certificate contents may reflect information 
presented by the entity requesting the certificate. They may also reflect information provided by a third party. 
The RA aggregates these inputs and provides this information to the CA. Unlike a CA, the RA will often be 
operated by a single person. Each CA will maintain a list of accredited RAs; that is a list of RAs determined to 
be trustworthy.  
 
3.3 PKI Repositories: 
 
 PKI applications are heavily dependent on an underlying directory service for the distribution of certificates 
and certificate status information (Stamp, 2011).  
The directory provides a means of: 
 Storing and distributing certificates. 
 Managing updates to certificates.  
 Directory servers are typically implementations of the X.500 standard or subset of this standard. X.500 
consists of a series of recommendations. The specification itself refers to several International Organization for 
Standardization (ISO) standards. It was designed for directory services that could work across system, corporate, 
and international boundaries. A suite of protocols is specified for operations such as chaining, shadowing, and 
referral for server-to-server communication, and the Directory Access Protocol (DAP) for client to server 
communication. The Lightweight Directory Access Protocol (LDAP) was later developed as an alternative to 
DAP (Chadwick, 2003). Most directory servers and clients support LDAP, though not all support DAP. So, the 
main business of the repository is to provide data that allows users to confirm the status of digital certificates for 
individuals and businesses that receive digitally signed messages. These message recipients are called relying 
parties. 
 
3.4 PKI Users: 
 
 PKI users are organizations or individuals that use the PKI, but do not issue certificates (Naor, Pinkas, 
2005). They rely on the other components of the PKI to obtain certificates, and to verify the certificates of other 
entities that they do business with. End entities include the relying party, who relies on the certificate to know, 
with certainty, the public key of another entity; and the certificate holder, that is issued a certificate and can sign 
digital documents. 
 
3.5 Digital Certificate: 
 
 A digital certificate typically includes the public key, information about the identity of the party holding the 
corresponding private key, the operational period for the certificate, and the CA’s own digital signature. In 
addition, the certificate may contain other information about the signing party or information about the 
recommended uses for the public key (Stalling, 2011). It is important to ensure the security of a public key to 
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avoid security breaches related to impersonation and key modification. Therefore, a data integrity mechanism is 
required to ensure that a public key that is modified does not go undetected. However data integrity mechanisms 
alone are not sufficient to guarantee that the public key belongs to the claimed owner.  
 A mechanism is required which binds the public key with some globally trusted party that can ensure the 
identity and authenticity of the public key. The desired mechanism should accomplish the following goals: 
 Establishes the integrity of the public key. 
 Binds the public key and its associated information to the owner in a trusted manner. 
 In the PKI environment, digital certificates accomplish these goals. Certificates ensure that only the public 
key for a certificate that has been authenticated by a certifying authority works with the private key possessed 
by an entity. This eliminates the chance of impersonation. In addition, CAs must also issue and process (CRLs), 
which are lists of certificates that have been revoked.  
 
4- PKI Architectures: 
 
 Certificate holders will obtain their certificates from different CAs, depending upon the organization or 
community in which they are a member. A PKI is typically composed of many CAs linked by trust paths. A 
trust path links a relying party with one or more trusted third parties, such that the relying party can have 
confidence in the validity of the certificate in use. There are three PKI architectures to support this goal (Kuhn et 
al, 2001): 
 Hierarchical architecture. 
 Mesh enterprise architectures.  
 Bridge CA architecture. 
These three architectures are described below. 
 
4.1 Hierarchical PKI Architectures: 
 
 Authorities are arranged hierarchically under a “root” CA that issues certificates to subordinate CAs. These 
CAs may issue certificates to CAs below them in the hierarchy, or to users. In a hierarchical PKI, as shown in 
figure 2, every relying party knows the public key of the root CA. Any certificate may be verified by verifying 
the certification path of certificates from the root CA. A verifies B’s certificate, issued by CA 4, then CA 4’s 
certificate, issued by CA 2, and then CA 2’s certificate issued by CA 1, the root, whose public key A knows. 
 

     
 
Fig. 2: Hierarchical PKI architectures (Kuhn et al, 2001). 
 
4.2 Mesh PKI Architectures: 
 
 Independent CA’s cross certify each other (that is issue certificates to each other) resulting in a general 
mesh of trust relationships between peer CAs. Figure 3 illustrates a mesh of authorities. A relying party knows 
the public key of a CA “near” himself, generally the one that issued his certificate. The relying party verifies 
certificate by verifying a certification path of certificates that leads from that trusted CA. CAs cross certify with 
each other, that is they issue certificates to each other, and combine the two in a Cross Certificate Pair. So, for 
example, A knows the public key of CA 3, while B knows the public key of CA 4. There are several 
certification paths that lead from B to A. The shortest requires A to verify B’s certificate, issued by CA 4, then 
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CA 4’s certificate issued by CA 5 and finally CA 5’s certificate, issued by CA 3. CA 3 is A’s CA and A trusts 
CA 3 and knows its public key. 
 

     
  
Fig. 3: Mesh PKI architectures (Kuhn et al, 2001). 
 
4.3 Bridge PKI Architecture: 
 
 The Bridge CA architecture was designed to connect enterprise PKIs regardless of the architecture. This is 
accomplished by introducing a new CA, called a Bridge CA, whose sole purpose is to establish relationships 
with enterprise PKIs. Unlike a mesh CA, the Bridge CA does not issue certificates directly to users. Unlike a 
root CA in a hierarchy, the Bridge CA is not intended for use as a trust point. All PKI users consider the Bridge 
CA an intermediary.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 4: Bridge PKI architecture (Kuhn et al, 2001). 
 
 The Bridge CA establishes peer-to-peer relationships with different enterprise PKIs. These relationships can 
be combined to form a bridge of trust connecting the users from the different PKIs. If the trust domain is 
implemented as a hierarchical PKI, the Bridge CA will establish a relationship with the root CA. If the domain 
is implemented as a mesh PKI, the bridge will establish a relationship with only one of its CAs. In either case, 
the CA that enters into a trust relationship with the Bridge is termed a principal CA, as shown in figure 4.  
 
5- PKI Data Structures: 
 
 There are two basic data structures are used in PKIs in general. These are the public key certificate and the 
certificate revocation lists (Kuhn et al, 2001). 
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5.1 X.509 Public Key Certificates: 
 
 The X.509 public key certificate format (Draft, 2002) has evolved into a flexible and powerful mechanism. 
It may be used to convey a wide variety of information. Much of that information is optional, and the contents 
of mandatory fields may vary as well. It is important for PKI implementers to understand the choices they face, 
and their consequences. Unwise choices may hinder interoperability or prevent support for critical applications. 
 The X.509 public key certificate, as shown in figure 5, is protected by a digital signature of the issuer. 
Certificate users know the contents have not been tampered with since the signature was generated if the 
signature can be verified. Certificates contain a set of common fields, and may also include an optional set of 
extensions. There are ten common fields: six mandatory and three optional.  
The mandatory fields are:  
 Serial number. 
 Certificate signature algorithm identifier. 
 Certificate issuer name. 
 Certificate validity period. 
 Public key. 
 Subject name. The subject is the party that controls the corresponding private key.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 5: X.509 public key certificates. (Draft, 2002). 
 
There are three optional fields; version number, two unique identifiers, and the extensions.  
The digital certificate contains the following fields: 
a- Version: The version field describes the syntax of the certificate. When the version field is omitted, the 
certificate is encoded in the original, version 1, syntax. 
 Version 1: certificates do not include the unique identifiers or extensions. 
 Version 2: When the certificate includes unique identifiers but not extensions.  
 Version 3: When the certificate includes extensions, as almost all modern certificates do.  
b- Serial number: It is an integer assigned by the certificate issuer to each certificate. 
 Must be unique for each certificate generated by a particular issuer. 
 The combination of the issuer name and serial number uniquely identifies any certificate. 
c- Signature: The signature field indicates which Digital Signature Algorithm DSA (e.g., DSA with SHA-1 or 
RSA with Message Digest 5 (MD5)) was used to protect the certificate. 
d- Issuer: The issuer field contains the X.500 distinguished name of the TTP that generated the certificate. 
e- Validity: It indicates the dates on which the certificate becomes valid and the date on which the certificate 
expires. 
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f- Subject: It contains the distinguished name of the holder of the private key corresponding to the public key in 
this certificate. It may be a CA, a RA, or an end entity.  
g- Subject public key information: it contains the subject’s public key, optional parameters and algorithm 
identifier. 
 The public key in this field, along with the optional algorithm parameters, is used to verify digital 
signatures or perform key management. 
 If the certificate subject is a CA, then the public key is used to verify the digital signature on a certificate. 
h- Issuer unique ID and subject unique ID: These fields contain identifiers, and only appear in version 2 or 
version 3 certificates.  
i- Extensions: This optional field only appears in version 3 certificates. It contains one or more certificate 
extensions. Common certificate extensions have been defined by ISO and American National Standards Institute 
(ANSI  ) to answer questions that are not satisfied by the common fields. 
 
5.2 Certificate Revocation Lists (CRLs): 
 
 Certificates contain an expiration date. Unfortunately, the data in a certificate may become unreliable before 
the expiration date arrives. Certificate issuers need a mechanism to provide a status update for the certificates 
they have issued. One mechanism is the X.509 CRL. CRLs are the PKI analog of the credit card hot list that 
store clerks review before accepting large credit card transactions.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 6 : X.509 Certification Revocation List (Draft, 2002). 
 
 The CRL is protected by a digital signature of the CRL issuer. If the signature can be verified, CRL users 
know the contents have not been tampered with since the signature was generated. CRLs contain a set of 
common fields, and may also include an optional set of extensions, as shown in figure 6. 
The CRL contains the following fields: 
a- Version:  The optional version field describes the syntax of the CRL.  
b- Signature: The signature field contains the algorithm identifier for the digital signature algorithm used by the 
CRL issuer to sign the CRL. 
c- Issuer: The issuer field contains the X.500 distinguished name of the CRL issuer. 
d- This update: The (this-update) field indicates the issue date of this CRL. 
e- Next update: The next-update field indicates the date by which the next CRL will be issued. 
f- Revoked certificates: The revoked certificates structure lists the revoked certificates. The entry for each 
revoked certificate contains; certificate serial number, time of revocation, and optional CRL entry extensions. 
g- CRL extensions: The CRL extensions field is used to provide additional information about the whole CRL. 
Again, this field may only appear if the version is v2. International Telecommunication Union (ITU-T) and 
ANSI X9 have defined several CRL extensions for X.509 v2 CRLs. They are specified in (CCITT, 1997). Each 
extension in a CRL may be designated as critical or non-critical. A CRL validation fails if an unrecognized 
critical extension is encountered. 
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 However, unrecognized non-critical extensions may be ignored. The X.509 v2 CRL format allows 
communities to define private extensions to carry information unique to those communities. Communities are 
encouraged to define non-critical private extensions so that their CRLs can be readily validated by all 
implementations. 
 
6- PKI Functionality: 
 
 Various functions that a PKI needs to perform in order to provide trust and security to electronic 
communication. These functions are (Choudhury et al, 2002): 
 Generating public key and private pairs for creating and authenticating digital signatures. 
 Providing authentication to control access to the private key. 
 Creating and issuing certificates to authenticate users. 
 Registering new users to authenticate them. 
 Maintaining history of keys for future references. 
 Revoking certificates that are not valid. 
 Updating and recovering keys in case of key compromise. 
 Providing a means for key validation. 
 All these functions are very imperative for PKI to achieve its basic purpose of providing trust. The 
following steps are involved in working with PKI (Tarek, Nariman, 2004): 
1- Key generation. 
2- Digital signature. 
3- Message encryption. 
4- Key distribution. 
5- User verification. 
6- Message encryption and verification. 
 
7- Summary: 
 
 PKI is able to ensure the authentication of users and systems by making use of the public key cryptography 
and providing verification of entities’ public keys. In this way, PKI provides a remote user with the confidence 
to transact with another remote user. PKI-enabled security services build on the core PKI services to add more 
useful, business-oriented functionality to an environment. Secure communication, secure time stamping, 
notarization, non-repudiation support, privilege management, and others provide important benefits to an 
organization and greatly enhance the overall value of the PKI.  
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