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ABSTRACT 
 

It is important to implement safe smart grid environment to enhance people's lives and livelihoods. This 
paper provides information on smart grid IS functional requirement by illustrating some discussion points to the 
sixteen identified requirements. This paper introduces the smart grid potential hazards that can be referred as a 
triggering factor to improve the system and security of the entire grid. The background of smart information 
infrastructure and the needs for smart grid IS is described with the adoption of hermeneutic circle as 
methodology. Grid information technology and security session discusses that grid provides the chance of a 
simple and transparent access to different information sources. In addition, the transformation between 
traditional versus smart grid networking trend and the IS importance on the communication field reflects the 
criticality of grid IS functional requirement identification is introduces. The smart grid IS functional 
requirements described in this paper are general and can be adopted or modified to suit any smart grid system. 
This paper has tutorial contents where some related backgrounds were provided, especially for networking 
community, covering the cyber security requirement of smart grid information infrastructure. 
 
 Key words: Smart Grid, Information Security, Functional Requirement, Networking Trend, Consumer. 
 
Introduction  
 

A culture encroachment happens through the interplay of technology and everyday life. Distance is no 
longer a barrier for communication. Information technology advancement paves way to daily conveniences. 
Today, we simply can reach someone we know just with a touch on the mobile phone, makes the world become 
thence small. Likewise, in the nearest future all electronic gadgets could be controlled via programmed interface 
software. The consumption of electricity at home can be monitored with an access password provided. 
Traditional distribution network management of power supply and loads has been conceived as an independent 
process. However, this traditional approach is changing bit by bit by an increasing number of distributed 
channels. The distribution channel covers the means of renewable energy resources. This will heighten active 
energy resources like loads, storages and plug-in hybrid vehicles. The emerging of smart grid pushes the market 
towards a drastically increase in the demand of smart supply of energy flow. Grid optimization goes on for 
system reliability, operational efficiency and asset utilization and protection. Smart grid uses two-way 
communication systems for better monitoring towards lower energy consumption. In short, we must ensure that 
the integrators consider on security when combining devices system-wide. The satisfaction of a consumer 
depends on how strong the IS on the grid can be secured. 

 
Literature Review: 

 
Modeling lifestyle effects on energy demand study that the increase of societal energy consumption 

influenced by three main items: technical efficiency, lifestyles and socio-cultural factors. Technological transfer 
phenomenon is often seen as a crucial part contributes to the solutions of environmental highlights. The rising of 
real incomes and the increasing in abundant of consumer goods have pricked demand for greater consumption 
on electronic gadgets in most modernized countries. Nevertheless, the paradigm turns complex when 
technological transfer phenomenon is view from the perspective of daily life.  

 
2.1 Smart Grid’s Potential Hazard: 
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Installation of smart grid infrastructure is an initiatives of a country that encourage development in clean 
energy and green technologies However, there are numerous smart grids potential hazards which the 
government has to take into consideration for the development of preventive action. Hazard in a smart grid is 
referring to a situation that has the potential to harm the system, the environment or damage the system 
property. Hazard control is necessary in the effort of elimination or minimization of risk associated with an 
identified hazard. The identified smart grids potential hazard are discussed as per below.  

 
Natural Disaster: 

 
Natural disaster such as strong hurricane, typhoon, volcano, tornado, flood and earthquake will affect the 

operation of the smart grid. Yet today, in the early 21st century, terrorist threats, the digital economy, as well as 
global climate change and recent natural disasters such as Katrina, have all focused attention on the pressing 
need for an intelligent, nimble, and more reliable power grid. For this reason, a smart grid practice nation need 
new productive activity that leads to the kind of new knowledge and innovation in the distribution of energy 
supply channel in order to escape system down. 

 
Security:  
 

With the adoption of smart grid, the issue of energy-electrical security in general and IS in particular, will 
be increasingly important in the future. IS for the grid market cover matters includes automation and 
communications industry that affects the operation of electric power systems and the functioning of the utilities 
that manage them and its awareness of this information infrastructure has become critical to the reliability of the 
power system . Community benefits from of cost savings, flexibility and deployment along with the 
establishment of wireless communications. However, concern revolves around the security protections for easily 
accessible devices such as the smart meter and the related communications hardware. One of the strongest 
arguments made for securing smart meters is that consumers will have physical and potentially logical access to 
the smart meters. Security is generally described in terms of availability, integrity, and confidentiality. A 
number of smart grid IS requirements and regulations are available online, although those guidelines are a 
significant step in securing the smart grid, but they do not fully address potential vulnerabilities that can emerge. 

 
Human Error:  

 
The future grid is expected to detect, analyze and respond automatically to changes where human 

intervention may not be required or the action is too critical to wait for human input . However, some systems 
may still require users to manually program the components in their homes. In addition, there are certain 
sections of people who might be interested in collecting and analyzing the energy consumption data of a 
customer. They include revengeful ex-spouses, civil litigants, illegal consumers of energy, extortionists, 
terrorists, political leaders with vested interests, thieves, etc. for knowledge about people's presence at their 
homes. Thus, smart grid is partially triggered with human factor hazard. 

 
Fault of Devices:  
 

Smart grid network is required to connect the magnitude of electric devices in distributed locations and 
exchange their status information and control instructions. The system-wide intelligence is feasible only if the 
information exchange among the various functional units is expedient, reliable and trustable. The current 
communication capabilities of the existing power systems are limited to small-scale local regions that 
implement basic functionalities for system monitoring and control, such as power-line communications and the 
Supervisory control and data acquisition (SCADA) systems, which do not yet meet the demanding 
communication requirements for the automated and intelligent management in the next-generation electric 
power systems. Perhaps, when devices are used for storage backup, any fault of devices will trigger hazardous 
sign to the system. Therefore, the operation sequence of protection devices during a fault is thus important. 

 
Control and Management Factor:  

 
Smart grid can improve energy usage levels via energy feedback to users coupled with real-time pricing 

information and from users with energy consumption status to reduce energy usage, and real-time demand 
response and management strategies for lowering peak demand and overall load via appliance control and 
energy storage mechanisms. Control and management of operations in the smart grid has just begun and needs 
to be developed by cooperation to address the increasing large number of devices integrated into the smart grid. 
However, the control and management of smart grid operation is an interdisciplinary field which crosses the 
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boundaries of communication, optimization, control, dynamic optimization techniques, and even social and 
environmental constraints. Hence, any false control and management issue would affect the operation of the 
entire grid.  

    In this paper, we focused on the security hazard. Cyber systems are vulnerable to worms, viruses, denial-
of-service attacks, malware, phishing, and user errors that compromise integrity and availability. It is important 
to avoid baring any potential security risk. As a matter of fact, grid security technologies have been so far 
designed and deployed as a middleware layer add-on, independently at each tier. The need to protect privacy 
and security of priceless data over the grid is fueling even more need for common security evaluation criteria. In 
brief, IS professionals need to be aware that the workings of the most basic IT resource of electricity supply is 
changing in a manner that introduces a far larger and remotely addressable attack surface combined with the 
tempting opportunity for mischief and monetary gain.   
 
2.2 Grid Information Technology and Security: 

 
At the core of all smart grid definition is advanced metering infrastructure (AMI). This refers to smart 

meters and an accompanying communications network that allows two-way communication between the 
provider of electricity and the meter. AMI allows providers to have access to real-time information on the 
electricity consumption of each customer. Smart metering technology will be the base of any smart grid 
strategy, as it provides the platform for offering digital-era services to consumers. To incorporate intermittent 
energy resources, a category which renewable energy falls into, electricity networks will have to become 
„smarter grids� with integrated communication systems and real time balancing between supply, demand, and 
storage. One of the greatest challenges for future electricity grids lay on the demand side response and creating a 
system that can shift peak demand, at the same time as being socially acceptable. This is a key issue as major 
behavioural changes are necessary to modify energy usage patterns and the current demand curve, likely to be 
facilitated by suitable user-friendly technology platforms.  

The grid itself may be brought off more expeditiously with the power to control loads and the typically 
higher information quality, followed by the consequences of increased data accumulation throughout the entire 
system. Grid technology provides the chance of a simple and transparent access to different information sources. 
For network operation purposes, more accurate real-time state estimation of the whole network gives 
information on voltages, loads, losses and stressing of components, and also makes it possible to optimize, e.g. 
network topology, voltage control, and load control actions . A data grid can be interpreted as the consolidation 
of different data managing systems furnishing the user with data, information and knowledge. 

 
Research Methodology: 

 
The hermeneutic circle approach is commonly applied by philosophers and theologians in reviewing 

something that is not explicitly present in it. Conceptual analysis was adopted as methodology with the 
application of hermeneutic circle in this paper. Reason being hermeneutic circle is an interpretive and a 
conceptual-analytical research method. This study discovers the assumptions of different IS efforts where 
hermeneutic circle become a natural research methodological choice. The concept of this papers methodology is 
exhibited in Figure 1. It refers to the idea that one understands of the text as a whole is established by reference 
to the individual parts and one understands of each individual part by reference to the whole.  

The approach started with the construing of adducing and explaining the meaning of Smart Grid and Grid 
Information Technology. The approach is followed by the introduction of the smart grid potential hazards that 
can be referred as a triggering factor to improve the system and security of the entire grid. This is followed by 
the inscription of the need for IS of a smart grid system via literature review. Then the functional requirement 
serves to achieve consumer requirement expectation assumption are developed. The efforts are then lifted with 
the significance study carried out. 

Note that the four main stages for this study were supported by three main elements: theory, data and 
practice that serve as strong reference for the sources obtained. Information technology, security and smart grid 
are the main keywords contributed to the process of literature review to make sure the sourcing does not bump-
out from the topic set. 

The research involves a process of collecting, analyzing and interpreting information to answer questions; 
the research process is similar to undertaking a journey. A knowledge base of research methodology plays a 
crucial role to kick start a smooth study. It started with the identification of the topic followed by formulating 
research problem and extensive literature review carefully laid out. Methodology was then developed to direct 
the path of research process, where analysis and discussion took place. A solid conclusion and future research 
recommendation was written to complete this paper. 
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Fig. 1: Methodology - Hermeneutic Circle. 

 
Networking Trend Related To Information Security: 

 
With the changes of smart grid and other in the electricity utility industries, new demands on the telecom 

networks were generated. Smart meters as electricity transcription communicate with residential consumer used 
at least hourly. It transmits at least daily in order to inform more sophisticated time-of-use, real time or other 
billing structure. Dominant current utility architecture involves one-way flow of electricity from a small number 
of generation facilities to a large number of consumers, data networks formerly served a predominantly one-way 
flow of information from a small number of mainframe computers to a large number of dumb terminals. 

 
Table 1: Networking Trend on Opened Computing 

. 
Smart grid is already leveraging benefits of networking. Its technologies may even integrate with social 

networking sites, as well as associated security risks. This section examines network security, trust, and privacy 
concerns with regard to networking sites among consumers. Personal data from profiles may also leak outside 
the network when search engines index them.  

The networking trends are transforming from its traditional flow to an advanced smart grid style of flow, 
spurring a positive change of networking trends towards a more distributed, digitized and multiple source of 
supply. Smart Grid Strategy Smart Grid is the nature and compatible use of alternative energy, it needs to create 
an open computing system and the establishment of a shared information model, based on the data integration 
system, optimizes network operation and management. 

Resources can be identified and employed in the most effective manner when the environment is fully 
connected with suitable mechanisms for sharing information, ensuing great positive transformation of electricity 
service quality and value for both utility provider and end user. As the enabler for the grids, the communications 
network moulds the base for smart grid towards a qualitative change and a revitalized power utility. The 
transformation of network flows was portraying in Table I and Table II. 

Advanced technologies in physical security and storage capability in a network will produce positive smart 
grid transformation from its traditional practice. This positive transformation happened on networking trends, 
such as info source, traffic flow, standards, coding, control, authority and energy service provider. It aspires to 
assure that households have more proficient and effective control over their energy consumption besides 
proactively making a reduction on their energy usage. 
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Table 2: Networking Trend on Coding and Mass Computing 

 
Constructing smart grid involves positive transformation from traditional electricity networks to new 

technology system by adding smart sensors, back-end IT systems, smart meters and communications networks. 
All communication will be on the grid supported by coding system, open computing and mass computing 
system. The point is, when communication is exposed to open and mass computing, the IS account is considered 
being enormously important, this leads to the thought on the crucial of IS functional requirement.  

 
Awareness Of Grid Information Security Functional Requirement: 
 
       It is widely understood that the new services enabled by the smart grid will include different rate designs 
that encourage curtailment of peak loads and make more efficient use of energy . However, the underpinning of 
situational awareness on grid IS is to identify adversaries, estimate impact of attacks, evaluate risks, understand 
situations and make accurate decisions on how to protect the grid promptly and efficiently. In this paper, 
situational awareness in grid IS functional requirement is investigated. A good security system for smart grid 
requires it to be thorough. It brings the fact that security capacities must be superimposed such that defense 
mechanisms have sufficient points to detect and mitigate breaches. These capacities should be integral to all 
segments of the smart grid system features and comply with the full set of grid IS functional requirements. 

It is usually the case that AMI systems pick-a-back on a variety of wireless systems. While there are other 
critical questions regarding the role that incumbent’s play in deploying technology that will enable more 
efficient energy markets, smart grid transforms the electricity network into the information age with its digital 
technology. 

 
Information Security Functional Requirement Identification: 
 
6.1 Identification Process: 

 
In the process of identifying IS functional requirement, the significant relationship to consumer requirement 

is taken into consideration as how it would impact consumer trust and satisfaction. It refers to the consumer 
requirement developed. 

Sixteen functional requirements were discussed in five categories: philosophy, human behaviour, rule base 
social system, strategy system and hardware, with the reference to the sixteen consumer requirements identified: 
info access limitation, data authenticity, data and backup recovery, device and system configuration information, 
personal key exchange, trusted network, interoperability and security, gap analysis, reliable data storage system, 
cyber security guidelines, law enforcement, improved wireless technology, controlled power consumption, 
protect secret, cryptographic protocols and encryption policies, as in Table III. 

 
6.2 Info Access Limitation: 

 
Receptiveness is necessitated to alleviate public involvement in assessing justifications for technologies, 

systems or services, identifying purposes of collection, facilitating access and correction by the concerned party, 
and serve in ascertaining the principles observed. In an open system, all form of information should be protected 
by appropriate controls against unauthorized access, or alteration, disclosure or destruction and against 
accidental loss or destruction, and eliminates the need to access customer property. 
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Table 3: Information Security Functional Requirement Identification. 

 
.  

6.3 Data Authenticity: 
 
Security is a consolidative concept. It covers availability, authenticity, confidentiality and integrity. Security 

guards against unconventional information modification or destruction, involves ensuring information non-
repudiation and authenticity is mandatory. Whenever an integrity or authenticity problem is observed, the 
system must ensure that data is not exploited.  

 
6.4 Data and backup recovery: 

 
The system must always managing, deploying and furbishing up a technology or solution target to 

maximize the benefits of systems and technology which facilitate to control IT risk. Procedures were developed 
aiming to render restoration, backup, offsite storage and disaster recovery consistent with the entity defined 
system availability and associated security policies.  

 
6.5 Device and System Configuration Information: 

 
Information relating to the internal functioning of a computer system or network, including but not bounded 

to network and device addresses, device and system configuration information need an average limits of security 
protect. Taking into account today menace environment, blended with the heightening interoperability and 
openness, a solid system requires incorporation of assorted security measures. Important security items would 
be access control, device and application authentication, layoff and fail over for extended operation, encryption 
for secrecy and escape of sensitive data and information. In a configuration system, it is important to ascertain 
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that the devices are firm and are ready to defend themselves from attacked by firmware updates, not easily 
swapped out by a rogue one or high jacked by a spoofed remote device. 
 
6.6 Personal Key Exchange:  

 
Key management system provides cardinal security services such as freshness, secrecy, key 

synchronization, authentication, independence, ratification, and forward and backward secrecy. Kerckhoffs 
Principle stated that the attacker knows everything about the security solution with the exception of the key.  
 
6.7 Trusted Network:  

 
Vulnerabilities may bring forth possibility for an attacker to penetrate a network, make headway admission 

to control software, hence make an alteration to load conditions to destabilize the grid in unpredictable ways. 
The lowest tone of a harmonic series of system-level components of a network security admitted trusted 
network. Thus, approaches to secure networked technologies and to protect privacy must be designed and 
implemented ahead in the transition to the smart grid.  
 
6.8 Interoperability and Security: 

 
The interoperability proffered by IP has enabled converged networks that provide both data and voice to 

become common in businesses, and a variety of triple play providers currently offer residential data, voice, and 
video on converged networks. 

Interoperability is a primary or essential component of borderless smart grid networks, it is to be protected 
with solid and strong cyber security.  
 
6.9 Gap analysis:  

 
Undiscovered IS gaps are able to be distinguished and palliated by integrating both electronic and physical 

information components.  
 
6.10 Reliable data storage system: 

 
In accompaniment with the establishment of grid environments, various assurances were established 

virtually. These depict where the end-user is concerned over grid services that are hosted on high-end resources 
including high-priced instrumentation and data storage systems, connected via reliable and high-speed networks.  
 
6.11 Cybersecurity Guidelines: 

 
Some federal government agencies have developed, and are currently developing more security guidelines 

and best practices for smart grid. Testimony argues that technology is growing progressively as potential 
instrument for terrorist organizations. This extends to the outgrowth of a new threat in the form of cyber 
terrorists. Cyber terrorists attack technological features such as the Internet in order to help foster their cause. 
Hence, the nature of the responses in term of necessary to preserve the future security of our society become 
prior to action. 

 
6.12 Law Enforcement: 

 
When the public sharing of information about a specific location energy used is also a distinct possibility, 

law enforcement plays a mighty significant role, particularly when the concern exists that the prevalence of 
granular energy data could lead to actions on the part of law enforcement.  

 
6.13 Improved Wireless Technology:  

 
Community benefits ease of cost savings, flexibility and deployment along with the establishment of 

wireless communications. However, with the existing of wire-line or wireless networks, immediate concern 
revolves around the security protections for easily accessible devices such as the meters and the related 
communications hardware. 
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6.14 Controlled Power Consumption:  
 
Power consumption is affected by the program running on a microprocessor. Low and high-level language 

optimization techniques appear as an alternative in low power consumption analysis. 
 

6.15 Protect Secret:  
 
Protecting secret has been identifies as one of the eight objectives of Commercial Information Systems 

Security. Some data and information are categorized secret and required unique or specific password login 
access to be obtained, read or copied where access to these areas of the network resources needs authentication 
of the user nodes and the associated controls.  

     
6.16 Cryptographic Protocols:  

 
Cryptographic algorithms are necessitated to convert plaintext into cipher text and vice versa. The 

conversion of plaintext into cipher text makes it impossible for an attacker to possess plaintext from a cipher 
text without cognizing a key. It is a sequence of bits and serves as a parameter for transformation. In the area 
aiming to provide secure authentication and communication service negotiation in online presence notification 
systems, Cryptography practice is beneficial to be employed.  

 
6.17 Encryption Policies:  

 
It is relatively well known that the encryption policies such as encrypting sensitive data that is either at rest 

in databases or in motion such as portable devices, emails and instant messages can help to minimize the 
probability of insider�s misuse. Technical control against insider attacks ought to be made up out of encryption.  

Smart grid functional requirements, interoperability and cyber security standards are still evolving, besides 
aiming to prevent it from cyber-security threats, this set of IS functional requirements also play a significant role 
specifically to address security concerns that would arise from the transformation to a smart grid system. We 
should understand not only the technical but also the legal, policy and social requirements of cyber security.  

 
Future Research Direction: 

 
The matching of consumer requirement and functional requirement of IS of the smart grid prevail an 

interesting sight for future research development. When comes to discover the relationship between IS with 
customer trust and satisfaction, it is interesting to prove that there is a relationship between consumer 
requirement and the functional requirement of the IS criteria in a smart grid that would impact consumer’s trust 
and satisfaction towards the entire system, as in Table IV below. 

 
Table 4: Relationship Graph 

 
 
The future work intends to prove that there is a significant positive relationship between the said elements 

with the help of fuzzy logic value which would serve to eliminate ambiguity during data insertion and 
validation. Cx represents customer trust; Sx represents customer satisfaction; Iy represents IS; when the value of 
Sx and Cx on the Xs, Cx increase, the Iy also will increase at a different pace formula on Iy. It takes aim to 
reveal the significant IS criteria in a smart grid that would impact consumer trust and satisfaction towards the 
entire system.  

 
Conclusion: 

 
This paper review previous literature on smart grid information technology and the needs for smart grid IS. 

Then, the concept hermeneutic circle of the paper methodology is presented. The Hermeneutic Circle is indeed a 
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good methodology applied in this paper as it gives the entire mapping of this study where the functional 
requirement could be identified one by one. Networking trend successfully elucidate the significant of IS as in 
Table I that leads to the generation idea of working on the collection of data regarding IS functional requirement 
identification showed detailed in Table II. Sixteen identified IS functional requirement were developed with the 
support of facts and references. This set of grid IS functional requirements defined the approach and serve as a 
base for the IS policy developers and utilities to refer as a basic functional requirement to satisfy consumer trust 
and satisfaction. Because a smart grid utilizes digital technology to provide two-way communication between 
suppliers and consumers� home electronics through the use of smart meters, IS protection measures need to be 
consumer friendly and practicable to be implemented on all level within a community or organization, making it 
more reliable, energy-efficient, and better able to serve all needs. This paper has tutorial contents where some 
related backgrounds were provided, especially for networking community, covering the cyber security 
requirement of smart grid information infrastructure. It provides a methodology and some IS functional 
requirements conceptually as original contributions. This paper aims to contribute a sight for the readers to have 
a functional knowledge of the electric power grid and a better understanding of cyber security. 
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