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ABSTRACT 
 
 Mobile ad-hoc network security (MANET) is becoming a more entangle problem compared to other 
networks security. In ad hoc networks the nodes often leaves the network and rejoins frequently. So 
authentication plays a vital role when a node joins and rejoins into the network. In the existing system, the 
authentications of all nodes are done using Non-Interactive Zero Knowledge protocol (NIZKP). Due to some 
probability of soundness error, verifier will be easily convinced by false statement. As such NIZKP is not 
proved based on mathematical sense. Token-based re-authentication scheme is proposed to increase the security 
of network. 
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Introduction 
 
 Ad-hoc network consists of n number of nodes. Nodes do not operate in a defined infrastructure. Using 
wireless radios, the nodes communicate with each other. MANET is a network which operates on peer-to-peer 
network model. To provide security for an ad-hoc network is difficult because of lack of infrastructure. 
Topology change occurs frequently with every move of the mobile node and hence route may also get changed. 
It leads to network partitions and most of the times some packets get lost. The data packets are routed through 
intermediate nodes. 
 Ad-hoc network has such essential functions like packet forwarding, routing and network management that 
are carried out by all existing nodes. According to the current situation of the network, the node can make a 
decision independently. Due to distributed design fault, detection is exceedingly difficult. Ad-hoc network does 
not support backbone infrastructure. It is very useful in an absent, damaged or unrealistic infrastructure.  
 For commercial and military customers MANET provide several numbers of applications. It can be applied 
in many critical situations such as search and rescue operations. Sensor networks are another application of 
MANET. This network is composed of enormous number of small sensors. This technology is used to detect the 
properties such as temperature, pressure, pollution, etc. Each sensor has extremely limited capabilities and each 
one must depends on others with the aim of forwarding data to a central computer. Mobile ad-hoc sensor 
networks might be the solution for future motherland security. 
 Implementing security is a vital factor of wireless networks. Security mechanism can be classified into six 
components such as confidentiality, integrity, authentication, availability, non-reputability and anonymity. 
Intended reader may refer (Priyanka Goyal, 2011) for further information. 
 Among all these security aspects of ad-hoc network authentication plays a vital role. It protects the 
available resources from unwanted nodes in the network. In order to avoid unauthorized access by malicious 
users the entire node needs to get authenticated by the central authority. If an authenticated node relieves from 
the network it needs to be re-authenticated so as to rejoin in an ad-hoc network. In this paper an attempt has be 
made to address authentication and re-authentication issues in MANET. 
 The rest of the paper is organized as follows. Section II briefly explains about the related work. Section III 
reviews the proposed methodology such as token based re-authentication. Section IV focus on the discussions 
about the simulation results and followed by a conclusion in section V. 
 
Related Work: 
 
 In 2010, Han et al. (2010) proposed an efficient method for re-authentication. A base station performs the 
node authentication by using a trusted third party scheme. Communication between the cluster head and nearby 
cluster head is to share a pair wise key and key update which is used for mobile node re-authentication. There is 
a direct communication between the cluster heads. As the nearby cluster head increases, communication cost 
also increases. 
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 In 2011, Jangseong Kim et al. (2011) proposed a protocol for re-authentication which is incredibly efficient 
and scalable for wireless sensor network. Protocol is based on the method of membership verification and 
reveals its performance analysis and security analysis. By slowing down the communication overhead the 
protocol may lead to increase the computational costs. 
 In 2011, Shen-Ho Lin et al. (2011) proposed a protocol called Fast Iterative localized Re-authentication 
(FIL) which basically overcomes the current issues and speed up the process. FIL overcome the delays involved 
in UMTS-WLAN. This protocol is a replacement of existing EAP-AKA protocol without compromising 
existing standard security properties. This accelerates the authentication by completing re-authentication process 
locally and executing between AP (Access Point) and MS (Mobile Station) repetitively without contacting the 
RADIUS server in WLAN domain. 
 In 2012, Fanyang et al. (2012) proposed a design called EAP_AKAY and self adaptive K selection 
mechanism for load balancing re-authentication in major network schemes. Both client and server end 
authentication cost is reduced up by this mechanism. It overcomes the drawbacks of existing scheme and 
reduces the total cost. Re-selection of K value not occurs only during the roaming but also adapting to 
surrounding changes in network.  This system is more effective in terms of excellent security and authentication 
cost.  
 In 2009, Sausan Yazji et al. (2009) proposed an implicit re-authentication method for battery powered 
wireless portable computers. Application or hardware changes are not necessary for mobile devices. The 
technique observes network approach to construct patterns of standard activities and user specific models in file 
scheme behavior. Author illustrates the skeleton that how it accepts data from various authentication 
mechanisms. The proposed technique has the ability to significantly increase security of authenticated user. 
 In 2011, Guangsong Li et al. (2011) proposed a re-authentication system based on ticket for the period of 
fast handover. Author mainly addresses on re-authentication difficulty while handover in WLAN. Authenticated 
server send a handover tickets to the mobile station as an evidence of authorization and it produces the 
equivalent tickets when connecting with a new access point. In proposed system re-authentication delay is 
reduced. Compared to all other proactive key pre-distribution systems this systems inflict less trouble over the 
entities. 
 
Proposed System: 
 
 This section briefly describes the proposed token based re-authentication scheme. It is a security system that 
re-authenticates the nodes who attempt to re-log in to a network using a security token supplied by the central 
authority. In MANET a major security service issue is managing secret key and providing privacy in data 
communication. The main need of the ad-hoc network is to provide an authentication between the nodes, in 
order to avoid the interruption of unwanted or malicious nodes. Unwanted user can easily steal the available 
useful information and may create a problem in the ad-hoc network. Due to this problem all the participants 
involved in the network must need to be authenticated. During mobility some nodes may lose its connectivity 
and may relieve from the network. Re-authentication takes place when the same node wants to rejoin the 
network. 
 A proposed token based re-authentication mechanism is used to re-authenticate a node into the network. 
This mechanism consists of four phases. They are 
1. Token Generation. 
2. Token Updation. 
3. Token Distribution. 
4. Node Re-authentication. 
 

 
Fig. 1: Token generation, updation and distribution phases. 
 
 Fig.1 shows the overview of first three phases. Central authority of an ad-hoc network gathers identity 
parameters of all nodes and generates a novel token. In token distribution phase the central authority must 
distributes a novel token to each node in the network by using exist Boneh-Lynn-Shacham signature scheme 
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(BLS) (Yun Zhou, 2010). Central authority must check the node availability periodically by using round robin 
schedule and update the token.  
 
Token Generation Phase: 
 
 Token is generated each and every time whenever the topology gets changed. The central authority of the 
network must identify the parameter of each node like IP address, MAC address, Shared secret key, Date and 
Time stamp. It concatenates and stores the identity values of each node into the buffer. By using the factors such 
as buffer value, buffer length and random number a 128 bits long character is generated. SHA algorithm is used 
to convert the 128 bits long character into a hash value. By extracting and reversing the last n bit values the 
actual token is generated for an ad-hoc network. 
 
Token Updation Phase: 
 
 Round robin schedule checks the node’s availability periodically by using previous and current node list. 
The node relieves and rejoins into the ad-hoc network frequently. Whenever the node relieves from network the 
corresponding identity parameters of the node is removed from the buffer. After this update in the buffer, a 
novel token is generated. If a new node arrives into the network its identity parameters needs to be added into 
the buffer for the purpose of generating a novel token. 
 
Token Distribution Phase: 
 
 Token distribution is carried out by an existing BLS signature scheme (Yun Zhou, 2010). The methodology 
used in BLS is as follows: 
1. In key generation phase, sender chooses a next possible prime number from 128 bits long character as x and 

compute y=gx є G, where G is a cyclic group, x is a private key and y is a public key. 
2. In signature phase, sender generates a hash function h() using token, h=h(t) є G. then computes a signature 

σ = hx є G. 
3. In verification phase, receiver computes h=h(t) є G and check e(h,y) = e(σ,g). 
If verification succeeds then the token t is authentic by 
e(h,y)=e(h,gx)=e(hx,g)=e(σ,g) 
Then token is stored into the token history of each node in the network. 
 
Node Re-authentication Phase: 
 

 
Fig. 2: Re-authentication. 
 
 In fig.2, re-authentication is an essential factor in an ad-hoc network. For re-authentication the proposed 
system uses neighborhood verification scheme. If a node wants to rejoin the network after it relieves, it needs to 
get re-authenticated through its neighbor node by sending recent token entries. After the successful validation 
process the node rejoin the ad-hoc network. 
 
Algorithm: 
 
Token generation  
Step 1: Initialize a token length as 128. 
Step 2: Concatenate the parameters of all nodes and store in buffer. 
Step 3: Generate 128 bits character by using buffer length and random number. 
Step 4: Use SHA algorithm to convert 128 bits character into hash value. 
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Step 5: Extract and reverse last n bits sequences. 
Step 6: Actual token is generated. 
Step 7: Call token distribution. 
Token update 
Step 1: Initialize B as a previous list of node, G as a current list of node, n as a number of nodes. 
Step 2: For xє1 to n 
Step 3: Check whether nodes in G(x) exist in B.  
Step 4: Update the node parameter and append into the buffer. 
Step 5: Else if check nodes in B(x) exist in G. 
Step 6: Delete the outgoing node parameters and remove from the buffer. 
Step 7: Else new node parameters are appended into the buffer. 
Step 8: Call token generation. 
Step 9: End for 
Token distribution 
Step 1: Sender chooses a next possible prime number from generated 128 bits. 
Step 2: Compute a signature σ = hx. 
Step 3: Public key, signature and token are distributed to each node. 
Step 4: Receiver computes hash function and check whether a given token is authentic.  
Step 5: Verification succeeds then receiver stores the token into token history. 
Node re-authentication 
Step 1: Rejoin node sends its recent tokens to its neighbor node. 
Step 2: Neighbor nodes check the token with its token history. 
Step 3: If matches, it allows the node to rejoin the network. 
 
Simulation and Results: 
 
 This section describes the performance analysis of proposed and existing system. By analyzing the different 
model of re-authentication the proposed system establish a novel token based re-authentication to maintain a 
high security level. The execution environment network simulator version 2, fedora on an intel core2duo 
processor, 4GB RAM machine. The simulation result for the proposed scheme is shown in figure 3 & 4. Figure 
3 show that network consists of central authority and few nodes. The central authority gathers the parameters of 
each node in a network and generates the token. 
 

 
   
Fig. 3: Central authority maintains information of nodes. 
 



1342 
J. Appl. Sci. Res., 9(3): 1338-1343, 2013 

 

 
    
Fig. 4: Token exchange for re-authentication. 
 
 This fig.4 shows the re-authentication process. If a node wants to rejoin the network, it exchanges its recent 
token entries with the neighbors. Then the neighbors verify with its token history and rejoin the node.  
 

 
Fig. 5: Malicious node isolation with token updation. 
 
 This fig.5 represents the overcoming of the existing work in means of token updation and presence of 
malicious nodes. Total number of nodes is taken as a measure. The token updation rate is higher and the 
occurrence of malicious node is lower in the proposed system than that of existing work. 
 The proposed system is resistant to identity theft. Here the man in the middle attack is evaded so there is no 
way to retrieve any valid data during token distribution. Sibling attack is a most hazardous attack in MANET. 
The proposed system resists this type of attack. 
 
Conclusion: 
 
 This paper, proposes a novel token based system for re-authentication of nodes in MANET and shows its 
performance analysis. Based on this technique, an efficient re-authentication system is proposed for an ad-hoc 
network. Compared with existing work, this system diminishes communication overhead and provides high 
security level. 
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