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ABSTRACT 

 
 Heterogeneity of participants from different aspects is one of the problems faced by organizers of educational courses in the field of 

information security for staff as well as managers who would like to manage their information security. This heterogeneity leads to an 
improper identification of educational needs which in turn causes the output of the course to be of undesirable quality. This research is 

aimed at the determination of educational needs of Dar al-Hadith Institute staff in Qom, Iran in the field of information security based on 

context information such as age, type of education, level of education and length of their service. An electronic questionnaire was used to 
collect information and non-hierarchical clustering procedure in SPSS software was applied to analyze data obtained from 123 trainees. At 

the end of the course, it was revealed that university staff and research center staff had different educational needs in some cases that could 

be justified by context information. In general, participants were divided into two clusters. Then the number of members in each cluster 
was defined along with their level of interest and their need for any item in the curricula. 
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INTRODUCTION 

 

 In the age of information and communication 

and especially dynamic and competitive business 

environment, information is considered to be a vital 

and very important asset of any organization. 

Therefore it is of special importance to preserve and 

manage information. Information safety and security 

are among the fundamental concepts in the age of 

information that everyone even people who are not 

connected to communication networks should pay 

special attention [1]. 

 With growing development and expansion of IT 

and communication networks information transfer 

has become more vulnerable and threats have 

become more complex and expansive. Therefore 

preserving the security of information exchange is 

one of the most important objectives of the 

development of IT and communication technology 

[2]. Since organizations have become more 

dependent on information systems to do their daily 

affairs, their dependence demonstrates the necessity 

to consider information security in both technical and 

non-technical aspects [3]. 

 As for information systems, "security" refers to 

principles, methodologies, criteria, techniques and 

instruments used to protect information systems 

against potential threats [6] In other words, security 

is to decrease risks and vulnerability of assets and 

resources in face of different threats. Information 

security risk is the consequence of undesirable 

performance of events and their probability that lead 

to illegal release, destruction, deletion, 

transformation or discontinuation of information [7]. 

 Results of some researches in this filed confirm 

that highest rate of damage in the field of information 

security is caused by staff's unawareness or their 

failure to properly perform their tasks. Lack of 

appropriate education and unawareness to update 

information by users and producers of information 

and sometimes their inattentiveness at workplace 

may impose heavy charges on the organization. 

Through appropriate training a great deal of issues 

related to users of information will be resolved [4]. 

 In the organization under study, there were 

problems in the field of information security that 

were the main reason to conduct this research. 

However heterogeneity of participants in context 

variables such as age, type of education, level of 

education and length of service was a problem ahead. 

Since no research has been found with precisely the 

same conditions corresponding to the educational 

environment in the institute in question, it was 

decided that, along with holding an educational 

course to enhance information security in the 

institute, a study be conducted to determine 
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educational needs corresponding to academic and 

research environments so that in future, managers 

and experts of similar institutes be able to have a 

better training program and to hold these courses 

with an improved vision. 

 This is a case study in scientific-cultural Dar al-

Hadith institute of Qom, Iran. However its results 

can be applied by managers and experts active in the 

field of education and information security in other 

organizations as well. Having exploited the results of 

this study, they can figure out the importance of 

educating ordinary staff and its relation with 

information security and create appropriate curricula 

for their educational courses.  

 The goal of this study was to demonstrate that in 

this institute, participants' educational needs were 

different due to context information. The researcher 

was also about to cluster participants in groups with 

similar educational needs and determine their 

educational priorities using data obtained through 

questionnaire with the aid of statistical analyses.  

 About the research literature it should be said 

that no research similar to current research was found 

that has differentiated staff's educational needs in the 

field of information security applying clustering 

procedure. There were researches, however, which 

have studied on all the staff's educational needs 

without any differentiation with respect to context 

information and users' different needs. For instance, 

in a study called "Presenting a Conceptual 

Framework to Evaluate Richness and Teaching the 

Awareness of Users' Information Security", 

Hassanzade, Karimzadegan and Jahangiri have 

evaluated level of users' information security 

awareness from three aspects of knowledge, attitude 

and behavior. They also prioritized educational needs 

among some of the subjects usually discussed in 

educational sessions related to information security. 

Priorities are as follow: 

1-Reporting 

2-Social engineering 

3-Adherence to security policies of the organization 

4-Internet 

5-E-mail, attachments and spam 

6-malwares (virus, worm, Trojan etc.) 

7-Safe information transfer 

8-Password 

9-Backup 

 The most important distinction of the research 

mentioned above with current article, as mentioned 

earlier, is that it has not separated users' educational 

needs and also it has used different statistical 

method. 

 

1.1.Information Security Management System 

(ISMS): 

 ISMS presents standards to make information 

exchange in an organization safe and secure. These 

standards include a set of guidelines to make 

information exchange environment secure fulfilling a 

specific scheme for that organization [10]. 

 As first ISMS standard was proposed in 1995, 

systematic approach toward information security was 

formed. Base on this approach, implementation of 

ISMS is not a project to fulfill one time only and be 

terminated after a while, rather it is a cycle that 

should evolve constantly and always checked and 

enhanced. This cycle includes plan, do, check and 

act. Since Dar al-Hadith was about to implement 

ISMS in future, special attention to training was one 

of the critical success factors (CSF). 

 

1.2. Education and its stages: 

 According to Sa'adat [11], education is a process 

composed of five stages as follow: 

1-Detemninig educational needs 

2-Determinig educational objectives 

3-Choosing method of education 

4-Planning to hold an educational course 

5-Evaluation of the educational course 

 Later, regarding the subject of the research, 

some comments have been offered about determining 

educational needs. 

 

1.2.1. Determining Educational Needs: 

 "Needs assessment" is a base to achieve 

objectives and an appropriate ground to organize 

other important elements around the higher priority 

needs. Therefore, all decisions to set specific 

objectives, to have appropriate educational content 

and to efficiently use limited resources and facilities 

(human, financial and material resources) depend on 

need assessment studies." [12]. 

 Educational needs of the organization can be 

usually found through following ways [11]. 

1-Study issues related to production, productivity and 

tangible problems 

2-Opinin polls of managers, heads and staff 

3-Study future projects planned by the organization 

4-Job analysis, study, investigation and evaluation of 

an employee's performance and holding different 

tests 

 Although a curricula was extracted and 

presented prior to the course based on the above 

items and researcher's experience, heterogeneity of 

participants and their different needs made us feel the 

necessity of a research in this field to extract more 

precise educational needs through a questionnaire. 

 

1.3. The Role of Education in Information Security: 

 Many experts such as Gonzalez, has introduced 

human factor as the Achilles’ heel of information 

security. IBM Corporation also stated in 2006 that in 

addition to smaller, concentrated and stealthier 

attacks to information systems of organizations, 

hackers' center of attention will be "carelessness and 

gullibility of users". According to David Mackie, 

director of security intelligence at the Armonk, 
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"users" will be still used as the most fragile 

vulnerable element in security models [15].  

 One of the important ways to protect and 

manage information security is to enhance users' 

information security awareness. This way, people 

acquire necessary knowledge of their role and 

responsibility to sustain information security. 

People's awareness will make them change their 

behavior and reinforce good security activities 

allowing them to be sensitive about and responsible 

of IT which will gradually become a part of 

organizational culture [5]. 

 Also in another research called "A Model for 

Information Security Retrieval and Awareness" [8] 

the overall schema of information security 

management was divided into technical and non-

technical issues. Human factor was among 

nontechnical issues that influences information 

security management.  

 As seen in figure no.1, information security has 

been divided into three aspects [14]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Various aspects of information security. 

 

 Finally human factor describes how individuals 

evolve along with systems and organizational 

processes. However, unfortunately human factor is 

usually neglected. A possible reason is that unlike 

other factors, human factor is not quantitative and 

measureable.  

 Human factor's awareness in the fulfillment of 

information security is so important that users' 

unawareness and inattentiveness may render all 

protective and technical policies worthless even if all 

technical considerations and security policies are in 

place [9]. Aware users in work environment can 

decrease security dangers to a great extent and 

reinforcing users' good behaviors and suppressing 

their bad behaviors, will create an appropriate ground 

within the organization to enhance efficacy of 

information security. 

 In view of the issues discussed earlier, it seems 

necessary to reconsider current laws and policies and 

conduct appropriate training, along with technical 

preparations to heighten information security. 

 

Materials and Methods 

 

 An electronic form on organization's portal was 

used to collect data. Participants rated curricula of 

the courses based on how much they were desirable 

and useful. Then data were clustered and analyzed 

using non-hierarchical clustering procedure and 

SPSS 20 software, to determine educational needs 

and priorities.   

 This research is a practical descriptive case 

study. From the viewpoint of time it is Sectional and 

from the viewpoint of execution process and type of 

data, it is quantitative.  

 The researcher faced context information some 

of which were influential on the results and some 

were not. Some of these variables are mentioned 

here. 

 

Age:  

 Results were analyzed both individually and 

collectively. It was seen that younger staff were more 

interested in the courses and more motivated to apply 

their learned lessons at workplace. It is prudent to 

say that Dar al-Hadith is composed of two major 

sections i.e. research center and university. 

University staff is younger than research center staff. 

University staff showed more interest, more 

motivation and received better results at the course. 

 

Type of education:  

 Participants had different types of education. 

Some had academic education while others had 

studied at Hawza Elmyia of Qom [traditional 

religious educational system]. Results indicate that 

regardless of other issues such as age, participants' 

type of education did not have a remarkable 

influence on the materials learned and applied. 

 

Level of education:  

 In both groups (academic and Hawza) higher 

education leads to better performance in issues 

Information 

Security 

People 

Technology Process 
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related to information security. It was more obvious 

in participants who were graduates of IT-related 

disciplines. 

 

Length of service:  

 This variable alone did not have much influence 

on the staff's performance about information security 

because due to lack of enough and appropriate 

education in this field, most of them had been 

performing in a way they had been accustomed to 

over years.  

 Finally 123 participants filled the electronic 

form. In this form, users were asked to rate curricula 

of the educational course categorized in five general 

groups. To avoid out of range and unacceptable data, 

rating was scaled from 1 to 5. These five general 

titles have been shown in table no.1 in order of 

priority along with sum and percentage of acquired 

scores. As seen in the table1, these primary statistics 

have not been clustered.  

 
Table 1: The overall poll results in respect of educational topics. 

Total of Scores Title Row 
443 Security points when working with the Internet 1 

378 Social Engineering and Passive Defense 2 

364 Information encryption 3 

328 Understanding and dealing with malware 4 

257 Backup and Restore 5 

 

 The table indicates that "Security considerations 

while using internet" followed by "social engineering 

and passive defense" have received more rating 

whereas "backup and restore" has received the least 

attention.  

 The researcher wanted to find out the interests 

and specific educational needs of both groups of 

staff. To this end, the author has applied cluster 

analysis. Cluster analysis applies hierarchical and 

non-hierarchical algorithms. As seen in figure no.2 

the method applied in this section was non-

hierarchical clustering procedure.  

 Cluster analysis is a method applied a lot in 

many branches of science that enables the researcher 

to appropriately categorize and then analyze subjects 

and items in question, based on their homogeneity. 

This technique tries to categorize in such a way that 

members of each group be very similar while 

remarkably distinctive with other groups [13]. 

 

 
 

Fig. 2: Steps of non-hierarchical clustering command in SPSS. 

 

3. Findings: 

 Members of each cluster have been included in 

table no.2 under "cluster membership" since there 

were two groups of staff and we had adjusted SPSS 

to categorize staff's educational needs in two clusters.  

 Research center staff had personnel IDs of 100 

to 999 and university staff's personnel ID started 
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from 1000 so as it is seen in the table, cluster no.1 

belongs to research center staff and cluster no.2 

belongs to university staff. However in some cases 

there were exceptions i.e. some members of 

university were clustered among members of 

research center cluster and vice versa.  

 
Table 2: Cluster membership. 

Distance Cluster ID Case Number 
1.741 1 201 1 
1.676 1 208 2 
2.068 2 1002 3 
1.879 2 1003 4 
1.815 2 1049 5 
1.821 2 1005 6 
2.612 2 1006 7 
2.814 1 232 8 
2.489 1 102 9 
1.132 1 123 10 
2.819 1 149 11 
1.788 1 103 12 
.530 1 165 13 

2.509 2 172 14 
1.229 2 1010 15 
1.858 2 1011 16 
2.409 2 1012 17 
1.401 2 1057 18 

 

 In table no.3, it can be seen how much 

participants were interested in the issues discussed in 

the course through right columns. Table no.4 shows 

the number of members in each cluster. In cluster 

no.1 and no.2 there were 72 and 51 members 

respectively.  

 
Table 3: Interest rate for each cluster. 

Final Cluster Centers 

 Cluster 

1 2 

Malware 3 2 

Backup 2 2 

Encryption 3 3 

Internet 4 3 

Social Engineering 3 4 

 

Table 4: Number of members in each cluster. 

Number of Cases in each Cluster 

Cluster 1 72.000 

2 51.000 

Valid 123.000 

Missing .000 

 

Results and Discussion 

 

 Analyzing table no.2, no.3 and no.4 it can be 

seen that research center staff showed more interest 

in the field of malware and security considerations 

while working with internet whereas university staff 

was more interested in social engineering. Two 

issues of "backup and restore" and " data encryption" 

received almost the same interest. 

 This article tried to show that participants had 

different educational needs. Also using data obtained 

through questionnaire and non-hierarchical clustering 

procedure, participants with similar educational 

needs were clustered in the same group. As 

mentioned in literature of research, no research was 

found with same objective with current research so 

the results can't be compared. 

 

 

 

5. Conclusion: 

 In this study, 123 trainees were clustered in two 

groups using nonhierarchical clustering procedure in 

SPSS 20 software and their educational needs were 

studied. Results of this study can be adopted by those 

in charge of educational matters in other 

organizations. 

 At the end, it is predicted that all organizations 

regardless of their business, will figure out the 

importance of information security based on the 

important points mentioned in this article. By 

prioritizing users' educational needs and holding 

appropriate educational courses, they can also take 

positive steps to enhance the level of information 

security in their organization especially in future's 

dynamic and competitive environment. 

In future researches following issues can be studied: 

1-Prioritizing educational needs in the field of 

information security to be applied by students, 

inserted in their curricula through an opinion poll. 
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2-The use of other statistical and non-statistical 

techniques to prioritize different users' educational 

needs. 
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